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Identity Security is a Business Challenge

90%

“90% of organizations have experienced at
least one identity-related security breach in

the past year.”

Saviynt




Cybersecurity Enables Business
T 70%
® © © o ©o INn 2024, 70% of

ClOs anticipate
their involvement

to Increase In
Cybersecurity

Source: State of the CIO Study 2024

Saviynt



Cybersecurity Enables Business

Vulnerability
Exploits

With

Identity

at its Core

Q Phishing

Credentials

SaVIynt Source: State of the CIO Study 2024 m



Identity is Driving Change

1980’s

Client-Server
Computing

2000’s 2022
Sarbanes- Identity
Oxley, Cloud Attacks, Al

Risk

W’

Identity volume growth over time

Complexity
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is more than IAM



Identity security

Is a foundational element of an
organization’s cyber defense.




Cloud
Security

Data
Security
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Identity
Security
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Humans Machines
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Application
Security
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Network
Security

CONTEXT
CONSISTENCY
CONTINVUITY

Endpoint
Security



Functional Elements of Identity Security

Identify

Visibility, discovery, hygiene and attack surface management

Targets
Identities & severs
o~ (@) Detect Respond G APl
Internal @ O;DTC:;O p P
— — _
5 External ) Apps
e AuthN e Posture changes e Orchestration
o ) e AuthZ e Misconfigurations e Playbook ™ Dat
AEEALIES e |CM e Suspicious activities management S
e MFA e Policy violations e Remediation
e PAM e TTPs Q\,b Cloud Infra
e IGA e Analytics/lUEBA
e CIEM e |0OCs

savyrt B



Journey to Identity Security

This growth is pushing you to evolve identity security maturity

o Threat Aware
Cf_“/@) . Threat-based Identity Security
- Detect & Respond to Identity Threats with ITDR

Risk Aligned Machine Identities
O?EQ - Orchestrated Identity Security

- Intelligence, and deeper controls with IGA, NHI, PAM, AAG

. . External Identltles
Visible

-«P)- Identity Security Awareness l
= - Discovery & attack surface visibility with ISPM

Internal Identities

Compliant

- Siloed tools, perimeter-static security
- Focused IGA, PAM, AM, CIAM, CIEM, CSPM

Saviynt
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Operational Business
Excellence Innovation

State of the CIO Study 2024 — by Foundry — an IDG company

Saviynt "







The New Role of
Identity Leaders

Saviynt

Identity Security 2025

Top Trends

@

Cloud Still Rise of the

Rules Machines
(and 3rd Parties)

Artificial
Intelligence

Identity
Threats

20



47% understaffed
Financial discipline

- : Fusion teams
Of Identlty """ ; Build e SecOps and IAM collaboration
Leaders i
e |IAM skills shortage Al
Innovate augmented workforces

The New Role

savyrt &



Saviynt

Empower

Identity Leaders

e Collaborate with LOB
app owners, the CISO, CIO

© 2024. Saviynt Inc. All Rights Reserved.




e Bigger attack surface
: Operate e |AM tech debt
Cloud Still + ______ BUild e Al-clouds
Rules | Ul e Cloud first vs cloud as necessary
Saas security
L |nnovate [ ) Dlgltlzatlon
e Cloud sustainability

sayrt 2



Saviynt

Platform

Consolidation

e “Cloud adoption isinversely
proportional to awareness”

Vinit Shah

© 2024. Saviynt Inc. All Rights Reserved.




e Discovery and ownership
: Operate e 80% dormant machine IDs
Rise Of the e Developer & supply chain risks
. - S Build e Remove hard coded creds
MaChlneS e Fine grained authorization
Federated vaulting
Innovate e Secretless approaches

(and 39 parties)

sayrt 2



Saviynt

Machine

Identity Governance

e Discover, establish ownership
and vault

© 2024. Saviynt Inc. All Rights Reserved.




e Agentic Al
Operate e |IAM Recommendation Engines &
Copilots
Artificial il L Build e Low code Identity Orchestration
Inte"igence | ul e |AM policy governance

Deepfake detection

Reignition of biometric
authentication

InNnovate

sayrt 2



Saviynt

Al
Governance

e Collaborate with LOB
app owners, the CISO, CIO

© 2024. Saviynt Inc. All Rights Reserved.




Posture Management
Identity Hygiene and Visibility

|dentity e Threats of SaaS to SaaS / machine ID
----- boosoe Build Ungoverned apps
Threats e CAEP shared risk signals
INnNnovate e Prescriptive analytics

sayrt 2
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Start with Visibility and

Posture
Management

© 2024. Saviynt Inc. All Rights Reserved.
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Recommendations

What to do in the next 30 to 60 days




Recommendations

Focus on enabling and empowering IAM leaders to
join key stakeholders and have value conversations

Look for solutions that have adopted new standards
(CAEP, FIDO2). Use identity security to continue to
drive consistency, context and continuousness across
IAM, one journey at a time

Evaluate Al for quicker time to value, by prioritizing
use cases that augment human decision-making in
IAM

Compare visibility, discovery and onboarding
capabilities of IAM vendors to accelerate decision
making in PAM and IGA investments

Prioritize hygiene in ISPM before ITDR, to minimize
false positives coming into the SOC. The goal is to
reduce the size of the attack surface over time

Recommendations

@

How can | help with your certification? Z

@ . .
Make Smart Decisions for You

@ What decisions can | make for you?

M,

Z25)] Smart Approve 87 Items

4]

Includes items identified as High Peer Match
Score, Approved in Saviynt, Low Risk
Entitlements and Birthright Access Origins.

@%) Smart Reject 19 Items D
’1
Includes items with Low Peer Match, Unused
Accounts, Access Conflicts (SoD)



THE Identity Cloud

SECURITY

Identity Security
Posture Management

External Identity
Management

Application Access
e Governance

Developér ‘Cornmunit\r

- xm\ . EJ :;r
g\ . Identity Governance @ Privileged Access /YRRt
\ \‘x\ & Administration Management
internal 2 & Intelligent il &2 | Identity
ChatOps Inegration Recommendations 4 ;’:‘; Sources
External 3 ) COMPREHENSIVE Identity

~ Streamlined Extensibility

Targets

CAPABILITIES
Machine @1

%’;’3 Technology
Security & Privacy Al/Mi-Driven Intelligence Cloud Tenant Isolation Platforms

SECURE SCALABLE CLOUD @_, Security
Platforms

sayrt 2
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