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About
• Founder & CTO @ Trimarc (Trimarc.co), 

a professional services company that 
helps organizations better secure their 
Microsoft Identity systems (Active 
Directory &  Azure AD/Entra ID). 

• Microsoft Certified Master (MCM) 
Directory Services 

• Speaker: Black Hat, Blue Hat, Blue 
Team Con, BSides Charm, BSides DC, 
BSides PR, DEFCON, DerbyCon, TEC, 
Troopers

• Former Microsoft MVP 
• Security Consultant / Researcher 
• AD Enthusiast - Own & Operate 

ADSecurity.org
(Microsoft identity security info)
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I’ve Done 
Some Stuff

• 2015: Published original method to detect Golden Tickets

• 2015: Made Golden Tickets more effective by adding Enterprise Admins to SIDHistory in the ticket 
(extrasids) working with Benjamin Delpy

• 2015: Described what rights were necessary to DCSync, including initial detection guidance

• 2015: Described “SPN Scanning” – identifying services on a network without port scanning

• 2015: Identified how to use Silver Tickets to compromise AD (via DCs) for persistence

• 2015: Described how to pass-the-hash using the DC’s DSRM password (with Benjamin Delpy)

• 2015: Described how to modify AdminSDHolder permissions for persistence

• 2016: Published methods to better detect PowerShell attack activity

• 2017: Published first effective detection of Kerberoasting with no false positives (still effective)

• 2017: Published Password Spray (AD) detection when attackers use Kerberos

• 2017: Discussed how to forge federation tokens (aka “GoldenSAML”) & compromise AD through Azure AD 
Connect (on-prem)

• 2018: Described how most Read-Only Domain Controller deployments are vulnerable & how to improve

• 2018: Discussed how to bypass most enterprise password vault security

• 2019: Presented on Microsoft Cloud (Azure AD & Microsoft Office 365) attack & defense at BlackHat & 
DEFCON Cloud Security Village

• 2020: Published info on how to compromise Azure instances (VMs) from Azure AD / Microsoft Office 365

• 2021: 1 of 3 people thanked during CISA Director’s BlackHat keynote for SolarWinds help

• “Stealth” contributor to Bloodhound

• Published lots of AD attack & defense techniques (conference talks & blog posts)
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Agenda
• Introduction
• Active Directory Attack Timeline

• “Baby Steps”(2000 – 2009)
• “The Wonder Years” (2010 – 2014)
• “The Third Age” (2020 – 2023)

• Structuring Effective AD Defenses
• Entra ID Attack Timeline
• Entra ID 

• Highly Privileged Roles & Applications
• Conditional Access Policy & CAP Gaps
• Attacking Azure AD/Entra ID 
• Securing Entra ID Administration

• Conclusion
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In the beginning, there was AD…
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Active Directory Attack 
Timelines

Note that dates may be inaccurate as I used the best available 
information on web sites and github to identify first use/publish date.
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Active Directory Attack Timelines: 
“Baby Steps”(2000 – 2009)

1997
April: Paul Ashton posted 
to NTBugtraq about “'Pass 
the Hash' with Modified 

SMB Client” leveraging the 
username and LanMan 

hash against NT.

2001
March: Sir Dystic of Cult of 

the Dead Cow (cDc) 
releases SMBRelay and 

SMBRelay2 

2007
NBNSpoof tool created by 

Robert Wesley McGrew 
(LLMNR/NBT-NS)

2008
July: Hernan Ochoa 

publishes the "Pass-the-
Hash Toolkit“ (later called 

WCE)
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Active Directory Attack Timelines: 
“The Wonder Years” (2010 – 2014)

2010
March: Windows Credentials Editor 
(WCE) & RootedCon presentation 

by Hernan Ochoa

2011
May: First version of Mimikatz tool 

released by Benjamin Delpy

2012
Exploiting Windows 2008 Group 

Policy Preferences by Emilien Giraul
May: Chris Campbell’s post on GPP 

Passwords
October: Responder v1 tool 
released by Laurent Gaffie

2013
October: Invoke-Mimikatz 

PowerShell module released by Joe 
Bialek

2014
August: “Abusing Microsoft 
Kerberos sorry you guys don’t get 
it” Black Hat presentation by 
Benjamin Delpy & Skip Duckwell
•Golden Tickets
•Overpass-the-hash
•Pass-the-ticket
September: PAC Validation, The 20 
Minute Rule and Exceptions (BHUSA 
2014 part deux) blog post about 
Silver Tickets by Skip Duckwell
September: Kerberoast released by 
Tim Medin at DerbyCon
December: PowerView tool 
released by Will Schroeder
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https://www.ampliasecurity.com/research/wcefaq.html
https://www.ampliasecurity.com/research/wcefaq.html
https://www.ampliasecurity.com/research/WCE_Internals_RootedCon2011_ampliasecurity.pdf
https://en.wikipedia.org/wiki/Mimikatz
http://esec-pentest.sogeti.com/exploiting-windows-2008-group-policy-preferences
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http://obscuresecurity.blogspot.com/2012/05/gpp-password-retrieval-with-powershell.html
http://obscuresecurity.blogspot.com/2012/05/gpp-password-retrieval-with-powershell.html
https://g-laurent.blogspot.com/2012/10/introducing-responder-10.html
https://github.com/PowerShellMafia/PowerSploit/blob/master/Exfiltration/Invoke-Mimikatz.ps1
https://www.blackhat.com/docs/us-14/materials/us-14-Duckwall-Abusing-Microsoft-Kerberos-Sorry-You-Guys-Don%27t-Get-It.pdf
https://www.blackhat.com/docs/us-14/materials/us-14-Duckwall-Abusing-Microsoft-Kerberos-Sorry-You-Guys-Don%27t-Get-It.pdf
https://www.blackhat.com/docs/us-14/materials/us-14-Duckwall-Abusing-Microsoft-Kerberos-Sorry-You-Guys-Don%27t-Get-It.pdf
http://passing-the-hash.blogspot.com/2014/09/pac-validation-20-minute-rule-and.html
http://passing-the-hash.blogspot.com/2014/09/pac-validation-20-minute-rule-and.html
http://passing-the-hash.blogspot.com/2014/09/pac-validation-20-minute-rule-and.html
https://www.redsiege.com/wp-content/uploads/2020/08/Kerberoastv4.pdf
https://github.com/PowerShellMafia/PowerSploit/commit/5fb690518d6fed522c57fcf0a33a4ca4d3b664af


Active Directory Attack Timeline Summary (with Mitre ATT&CK): 
“The Wonder Years” (2010 – 2014)

Tools
Windows Credential Editor (WCE) 

(ID: S0005)
Mimikatz (ID: S0002)

Responder (ID: S0174)
PowerView

Privilege Escalation
Group Policy Preferences password 

(ID: T1552.006)
Pass the Ticket (ID: T1550.003)

Overpass-the-Hash
Kerberoast (ID: T1558.003)

Persistence
Golden Tickets (ID: T1558.001)
Silver Tickets (ID: T1558.002)
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https://attack.mitre.org/software/S0005/
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https://attack.mitre.org/techniques/T1550/003/
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“The Wonder Years” (2010 – 2014) 
Conceptual Overview

Mimikatz
(Invoke-Mimikatz)ResponderPowerView

GPP Password

PTH/PTT

Kerberoast

DA

Golden Ticket

Silver Ticket

DA
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Active Directory Attack Timelines: 
“The Golden Years” (2015 – 2019)

2015
DSInternals tool released by Michael Grafnetter

Kekeo tool released by Benjamin Delpy
PowerSploit toolset released by Matt Graeber
May: Impacket tool released by Alberto Solino 

(asolino)
May: Method to Detect Golden Tickets

August:  PowerShell Empire released by Will 
@Hrmj0y & Justin Warner

August:  DCSync update to Mimikatz by Vincent 
Le Toux & Benjamin Delpy

August: Black Hat 2015 presentation by Sean 
Metcalf:  Unconstrained Delegation &

Golden Tickets more powerful & 
Active Directory Persistence using 

AdminSDHolder

September: CrackMapExec v1.0.0 tool released by 
Marcello aka byt3bl33d3r

September: DerbyCon 2015 presentation by Sean 
Metcalf: Attacking DSRM

December: Attacking  Group Managed Service 
Accounts (GMSAs) by Michael Grafnetter

2016
August: Bloodhound tool 
released at DEFCON 23 

originally written by Will 
Schroeder, Rohan Vazarkar, & 

Andy Robbins

2017
May: DNSAdmin to Domain 

Admin by Shay Ber 

May: Death Star python script 
released by byt3bl33d3r

May: Ntlmrelayx tool released 
by Fox-IT

August: ACE up the Sleeve Black 
Hat 2017 presentation by Andy 

Robbins and Will Schroeder

September: Sharphound tool 
release

2018

February: Bloodhound.py tool 
released by Dirk-jan Molema 
(Python based Bloodhound 

ingester)

July: GhostPack released  as a 
collection of C# ports of popular 

PowerShell tools and collects 
these tools together

August: DCShadow attack by 
Vincent Le Toux & Benjamin 

Delpy

September: Rubeus tool 
released by Will Schroeder 

(port of Kekeo and added to 
GhostPack)

October: “Printer Bug” AD priv
esc talk at DerbyCon by Will 

Schroeder, Lee Christensen, & 
Matt Nelson

Ldapdomaindump tool released 
by Dirk-jan Molema

2019
January: PrivExchange tool 

released by Dirk-jan Molema

January: Wagging the Dog: 
Abusing Resource-Based 

Constrained Delegation to 
Attack Active Directory article 

“Wagging the Dog” by Elad 
Shamir
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https://www.dsinternals.com/
https://www.dsinternals.com/en/retrieving-active-directory-passwords-remotely/
https://github.com/gentilkiwi/kekeo
https://github.com/mattifestation/PowerSploit
https://github.com/fortra/impacket/releases/tag/impacket_0_9_13
https://adsecurity.org/?p=1515
https://github.com/EmpireProject/Empire/
https://adsecurity.org/?p=1729
https://www.blackhat.com/docs/us-15/materials/us-15-Metcalf-Red-Vs-Blue-Modern-Active-Directory-Attacks-Detection-And-Protection.pdf
https://adsecurity.org/?p=1640
https://adsecurity.org/?p=1906
https://github.com/byt3bl33d3r/CrackMapExec/releases/tag/v1.0.0
https://adsecurity.org/?p=1738
https://adsecurity.org/?p=1785
https://www.dsinternals.com/en/retrieving-cleartext-gmsa-passwords-from-active-directory/
https://www.dsinternals.com/en/retrieving-cleartext-gmsa-passwords-from-active-directory/
https://github.com/BloodHoundAD/BloodHound/releases/tag/v1.0.0
https://www.youtube.com/watch?v=wP8ZCczC1OU
https://medium.com/@esnesenon/feature-not-bug-dnsadmin-to-dc-compromise-in-one-line-a0f779b8dc83
https://medium.com/@esnesenon/feature-not-bug-dnsadmin-to-dc-compromise-in-one-line-a0f779b8dc83
https://byt3bl33d3r.github.io/automating-the-empire-with-the-death-star-getting-domain-admin-with-a-push-of-a-button.html
https://github.com/byt3bl33d3r/DeathStar
https://blog.fox-it.com/2017/05/09/relaying-credentials-everywhere-with-ntlmrelayx/
https://www.blackhat.com/docs/us-17/wednesday/us-17-Robbins-An-ACE-Up-The-Sleeve-Designing-Active-Directory-DACL-Backdoors.pdf
https://www.blackhat.com/docs/us-17/wednesday/us-17-Robbins-An-ACE-Up-The-Sleeve-Designing-Active-Directory-DACL-Backdoors.pdf
https://posts.specterops.io/sharphound-evolution-of-the-bloodhound-ingestor-3b46643ccbd8
https://github.com/dirkjanm/BloodHound.py/commit/875ed429798f6ee20d9e024e36c66470e3913a8f
https://posts.specterops.io/ghostpack-d835018c5fc4
https://www.dcshadow.com/
https://posts.specterops.io/from-kekeo-to-rubeus-86d2ec501c14
https://www.youtube.com/watch?v=-bcWZQCLk_4
https://github.com/dirkjanm/ldapdomaindump/releases/tag/v0.9.0
https://github.com/dirkjanm/PrivExchange/commit/defaacb38207e5faf577b47812ac4757785a32d7
https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html
https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html
https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html
https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html


Active Directory Attack Timeline Summary (with Mitre ATT&CK): 
“The Golden Years” (2015 – 2019)

Tools
DSInternals

Kekeo

PowerSploit (ID: S0194)

Impacket (ID: S0357)

PowerShell Empire (ID: S0363)

DCSync added to Mimikatz (ID: T1003.006)

CrackMapExec (ID: S0488)

Bloodhound (ID: S0521)

DeathStar.py

NTLMRelayX

SharpHound

GhostPack

Rubeus (ID: S1071)

Privilege Escalation
DNSAdmin to Domain 

Admin

AD Permissions

“Printer Bug”

Resource-Based Constrained 
Delegation

Persistence
AD Permissions

DCShadow (ID: T1207)
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“The Golden Years” 
(2015 – 2019) Tools 
Conceptual Overview

Kekeo

DSInternals

PowerSploit

Impacket

Empire

CrackMapExec

Bloodhound

NtlmRelayX

Rubeus
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“The Golden Years” (2015 – 2019) Conceptual Flow

DNSAdmin to 
Domain Admin

AD Permissions

Printer Bug
(SpoolSample)

DA

DCShadow

DA

Resource-Based 
Constrained 
Delegation

AD Permissions
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Active Directory Attack Timelines: “The Third Age” (2020 – 2023)

•December: Adalanche tool released by Lars Karlslund

2020

•April: RemotePotato0 tool released by antonioCoco & article by Antonio Cocomazzi and Andrea Pierini
•July: PetitPotam tool released 
•August: Certified Pre-Owned (ADCS Attacks) Black Hat talk by Will Schroeder & Lee Christensen

whitepaper download
•August: Certify ADCS tool released by Will Schroeder & Lee Christensen (in GhostPack)
•October: Kerberos Relay Attack by James Forshaw
•October: Certipy tool released by Oliver Lyak (ly4k) - Python port of the Certify tool
•November: “Is This My Domain Controller” Black Hat talk by Sagi Sheinfeld (@sagish1233), Eyal Karni (@eyal_karni), & Yaron 

Zinar (@YaronZi)

2021

•April: KrbRelayUp tool released by Dec0ne 

2022

•October: CrackMapExec continues as NetExec (nxc)!

2023
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https://github.com/lkarlslund/Adalanche/releases/tag/r20201224
https://github.com/antonioCoco/RemotePotato0/releases/tag/0.1
https://www.sentinelone.com/labs/relaying-potatoes-another-unexpected-privilege-escalation-vulnerability-in-windows-rpc-protocol/
https://github.com/topotam/PetitPotam
https://i.blackhat.com/USA21/Wednesday-Handouts/us-21-Certified-Pre-Owned-Abusing-Active-Directory-Certificate-Services.pdf
https://specterops.io/wp-content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf
https://github.com/GhostPack/Certify
https://googleprojectzero.blogspot.com/2021/10/using-kerberos-for-authentication-relay.html
https://github.com/ly4k/Certipy/commit/70a94feccfacdb27b170394ee30ca91f5a9cab2c
https://i.blackhat.com/EU-21/Wednesday/EU-21-Sheinfeld-Is-This-My-Domain-Controller.pdf
https://github.com/Dec0ne/KrbRelayUp/commit/548f5bf07a60ecbdfbeb342ee8968992f0917f04
https://github.com/Pennyw0rth/NetExec/releases/tag/v1.0.0


Active Directory Attack Timeline Summary (with Mitre ATT&CK): 
“The Third Age” (2020 – 2023)

Tools
RemotePotato0

PetitPotam

Certify

Certipy

KrbRelayUp

CrackMapExec continues as NetExec 
(nxc)

Privilege Escalation
Certified Pre-Owned (ADCS Attacks)

 Kerberos Relay Attack 

Persistence
Certified Pre-Owned (ADCS Attacks) 
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“The Third Age” (2020 – 2023) Conceptual Overview

PetitPotam

RemotePotato0

Certified 
Pre-Owned 
(ADCS Attacks)

Kerberos 
Relay Attack 

DA

DA

Certify

KrbRelayUp

NTLM 
Relay Attack 

Certified 
Pre-Owned 
(ADCS Attacks)

Certified 
Pre-Owned 
(ADCS Attacks)

DA
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Structuring Effective Active Directory Defenses
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Br
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ki
ng

 R
ec

on

Administrative Group/Account 
Enumeration 
• Remove Authenticated Users from having rights on 

the groups (add a new “auditing” group so it can 
view the members).

• Place admin accounts/groups into secured OU that 
Authenticated Users can’t view.

GPO Security Permission/Setting 
Enumeration
• Remove Authenticated Users (this also prevents 

GPO from applying).
• Add new computer group that needs to apply the 

GPO.
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Allow Blue Team & Auditors Recon/Review 

Ensure there is a custom group that can view all objects where default 
permissions have changed.

Recommend different groups to enable different read access:

• Secure OU
• AD Privileged Groups (AdminSDHolder)
• Local Administrators Group Membership
• GPO View Access

Adding audit accounts to these group enables Bloodhound/Recon type 
access.
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Effective Windows System Defense
• Disable LLMNR via Group Policy
• Disable NetBIOS via Group Policy

• Disable WPAD via Group Policy
• Disable LM & NTLMv1
• Disable SMBv1

• Enable PowerShell constrained language mode
• Control Microsoft Office macros via Group Policy
• Deploy Microsoft LAPS (or similar) to ensure all local Administrator passwords are unique

• Set GPO to prevent local accounts from connecting over network to computers
• Deny access to this computer from the network: Domain Admins, Enterprise Admins, other custom 

admin groups
• Ensure all admins only log onto approved admin workstations & servers

• Restrict workstation to workstation communication with host firewalls  - AD clients don’t need special 
rules, default block All inbound worksSean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



Active Directory Administrative Security
• Admin accounts set to “sensitive & cannot be delegated”
• Ensure all Active Directory admin accounts associated with people are 

members of the Protected Users groupComplete separation of 
administration

• ADAs never logon to other security tiers
• ADAs should only logon to a DC from an admin workstation or admin 

server
• Ideally ADAs use time-based, temporary group membership
• Change the KRBTGT account password (twice) every year & when an 

AD admin leaves
• Implement network segmentation
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Service Account Security

• Leverage “(Group) Managed Service Accounts”
• Implement Fine-Grained Password Policies 
• Limit SAs to systems of the same security level, not shared between 

workstations & servers (for example)
• Ensure passwords are >25 characters
• Disable logon interactive capability
• No Domain Admin service accounts on non-DCs
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Domain Controller Security
• Ensure DCs are physically secure
• Ensure the server is fully patched before running DCPromo
• Remove all unnecessary software, agents, and services
• Ensure IIS is not running on any DCs (IIS_USR account)
• Limit admin logon to DCs
• Update all Domain Controllers to a current supported Windows OS version.
• Scrutinize scheduled tasks
• Monitor logon events
• Audit use of backup & restore
• Enable Audit Subcategories
• Regularly change the DSRM account password on all DCs
• Limit management protocol access on DCs to admin subnets (RDP, WMI, 

WinRM, etc.)
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Effective NTLM Relay Defenses

• Configure SMB auditing
• Configure NTLM auditing
• Add all AD Admin accounts to the Protected Users security group 
• Enforce SMB signing 
• Configure LDAP channel binding and LDAP signing 
• Disable NTLM authentication where possible
• Enable Credential Guard
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Azure AD/ Entra ID Attack 
Timelines
Microsoft Cloud Attacks

27Note that dates may be inaccurate as I used the best available 
information on web sites and github to identify first use/publish date.



Azure AD/Entra ID Attack Timelines: 
“Baby Steps”(2016 – 2023)

29

2016
September: MailSniper 
Tool released by Beau 

Bullock

2017
January: Exploiting 

AAD Seamless Single 
Sign-On Article by 

Michael Grafnetter
May: original evilginx 
tool released by Kuba 

Gretzky (kgretzky)
August: Hacking the 

Cloud DEFCON Talk  by 
Gerald Steere (Taya) & 

Sean Metcalf which 
identifies what later 

becomes known as the 
“Golden SAML Attack” 
and security concerns 

with Azure AD Connect
Golden SAML tool 

released

2018
July: evilginx2 tool 
released by Kuba 
Gretzky (kgretzky)

July: Microburst series 
of tools first released 

by Karl Fosaaen 
(kfosaaen)

October: AADInternals
PowerShell module 
tool published by Dr 

Nestori Syynimaa 
(@DrAzureAD)

2019
February: Azure AD 

Connect for Red Teams by 
Adam Chester

August: Attacking & 
Defending the Microsoft 
Cloud (Azure AD & Office 

365) Black Hat Talk by Mark 
Morowczynski & Sean 

Metcalf
August: Dirk-jan Mollema’s 

DEF CON 27 talk “I’m In 
Your Cloud Pwning Your 

Azure Environment”
adconnectdump tool 
released by Dirk-Jan 

Molema
MSOLSpray tool released by 

Beau Bullock 
MFASweep Tool released 

by Beau Bullock

2020
ROADTools tool 

released by Dirk-Jan 
Molema
Invoke-

AzureAdPasswordSpra
yAttack tool by Daniel 

Chronlund

2022
August: Midnight 

Blizzard MagicWeb 
ADFS hack

December: “Leveraging 
Microsoft Teams for 
Initial Access” article 
by Andrea Santese

2023
April: TeamsEnum tool 

released by Bastian 
Kanbach (bka-dev)

June: “Advisory: IDOR 
in Microsoft Teams 
Allows for External 

Tenants to Introduce 
Malware” article by 

Max Corbridge
July: TeamsPhisher tool 

released by 
Octoberfest7

https://www.blackhillsinfosec.com/introducing-mailsniper-a-tool-for-searching-every-users-email-for-sensitive-data/
https://www.dsinternals.com/en/impersonating-office-365-users-mimikatz/
https://www.dsinternals.com/en/impersonating-office-365-users-mimikatz/
https://www.dsinternals.com/en/impersonating-office-365-users-mimikatz/
https://github.com/kgretzky/evilginx/releases/tag/1.0.0
https://media.defcon.org/DEF%20CON%2025/DEF%20CON%2025%20presentations/DEF%20CON%2025%20-%20Gerald-Steere-and-Sean-Metcalf-Hacking-the-Cloud-UPDATED.pdf
https://media.defcon.org/DEF%20CON%2025/DEF%20CON%2025%20presentations/DEF%20CON%2025%20-%20Gerald-Steere-and-Sean-Metcalf-Hacking-the-Cloud-UPDATED.pdf
https://www.cyberark.com/threat-research-blog/golden-saml-newly-discovered-attack-technique-forges-authentication-cloud-apps/
https://github.com/kgretzky/evilginx2/releases/tag/2.0.0
https://github.com/NetSPI/MicroBurst/commit/1fdb1d31dbd4cec7ecefc11c9dfd690373148c3f
https://aadinternals.com/post/aadinternals/
https://blog.xpnsec.com/azuread-connect-for-redteam/
https://blog.xpnsec.com/azuread-connect-for-redteam/
https://adsecurity.org/wp-content/uploads/2019/08/2019-BlackHat-US-Metcalf-Morowczynski-AttackingAndDefendingTheMicrosoftCloud.pdf
https://adsecurity.org/wp-content/uploads/2019/08/2019-BlackHat-US-Metcalf-Morowczynski-AttackingAndDefendingTheMicrosoftCloud.pdf
https://adsecurity.org/wp-content/uploads/2019/08/2019-BlackHat-US-Metcalf-Morowczynski-AttackingAndDefendingTheMicrosoftCloud.pdf
https://adsecurity.org/wp-content/uploads/2019/08/2019-BlackHat-US-Metcalf-Morowczynski-AttackingAndDefendingTheMicrosoftCloud.pdf
https://media.defcon.org/DEF%20CON%2027/DEF%20CON%2027%20presentations/DEFCON-27-Dirk-jan-Mollema-Im-in-your-cloud-pwning-your-azure-environment.pdf
https://media.defcon.org/DEF%20CON%2027/DEF%20CON%2027%20presentations/DEFCON-27-Dirk-jan-Mollema-Im-in-your-cloud-pwning-your-azure-environment.pdf
https://media.defcon.org/DEF%20CON%2027/DEF%20CON%2027%20presentations/DEFCON-27-Dirk-jan-Mollema-Im-in-your-cloud-pwning-your-azure-environment.pdf
https://github.com/dirkjanm/adconnectdump
https://github.com/dafthack/MSOLSpray
https://github.com/dafthack/MFASweep
https://github.com/dirkjanm/ROADtools
https://danielchronlund.com/2020/03/17/azure-ad-password-spray-attacks-with-powershell-and-how-to-defend-your-tenant/
https://danielchronlund.com/2020/03/17/azure-ad-password-spray-attacks-with-powershell-and-how-to-defend-your-tenant/
https://danielchronlund.com/2020/03/17/azure-ad-password-spray-attacks-with-powershell-and-how-to-defend-your-tenant/
https://www.microsoft.com/en-us/security/blog/2022/08/24/magicweb-nobeliums-post-compromise-trick-to-authenticate-as-anyone/
https://posts.inthecyber.com/leveraging-microsoft-teams-for-initial-access-42beb07f12c4?gi=24f6ab6b20a0
https://posts.inthecyber.com/leveraging-microsoft-teams-for-initial-access-42beb07f12c4?gi=24f6ab6b20a0
https://posts.inthecyber.com/leveraging-microsoft-teams-for-initial-access-42beb07f12c4?gi=24f6ab6b20a0
https://github.com/sse-secure-systems/TeamsEnum/commit/c6e11a2956ef43f46822b8db796092d9d571c55c
https://labs.jumpsec.com/advisory-idor-in-microsoft-teams-allows-for-external-tenants-to-introduce-malware/
https://labs.jumpsec.com/advisory-idor-in-microsoft-teams-allows-for-external-tenants-to-introduce-malware/
https://labs.jumpsec.com/advisory-idor-in-microsoft-teams-allows-for-external-tenants-to-introduce-malware/
https://labs.jumpsec.com/advisory-idor-in-microsoft-teams-allows-for-external-tenants-to-introduce-malware/
https://labs.jumpsec.com/advisory-idor-in-microsoft-teams-allows-for-external-tenants-to-introduce-malware/
https://github.com/Octoberfest7/TeamsPhisher/commit/08fbb363659fa2f04d030fbcf2db7bb9cd195a94


Azure AD/Entra ID Attack Timelines: 
“Baby Steps”(2016 – 2023)

Tools
MailSniper

Evilginx
GoldenSAML

Evilginx2
Microburst

AADInternals
Aadconnectdump

MSOLSpray
MFASweep
ROADTools

Privilege Escalation
Evilginx

AADInternals
Aadconnectdump

ROADTools
MagicWeb

Persistence
GoldenSAML
AADInternals

MagicWeb
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Microsoft Incident Response lessons on preventing cloud identity compromise | Microsoft Security Blog
https://www.microsoft.com/en-us/security/blog/2023/12/05/microsoft-incident-response-lessons-on-
preventing-cloud-identity-compromise/ 

https://www.microsoft.com/en-us/security/blog/2023/12/05/microsoft-incident-response-lessons-on-preventing-cloud-identity-compromise/
https://www.microsoft.com/en-us/security/blog/2023/12/05/microsoft-incident-response-lessons-on-preventing-cloud-identity-compromise/
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Microsoft Incident Response lessons on preventing cloud identity compromise | Microsoft Security Blog
https://www.microsoft.com/en-us/security/blog/2023/12/05/microsoft-incident-response-lessons-on-
preventing-cloud-identity-compromise/ 

https://www.microsoft.com/en-us/security/blog/2023/12/05/microsoft-incident-response-lessons-on-preventing-cloud-identity-compromise/
https://www.microsoft.com/en-us/security/blog/2023/12/05/microsoft-incident-response-lessons-on-preventing-cloud-identity-compromise/


Entra ID Level 0
Like Tier 0, but Different!
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There are   
100+ 

Entra ID 
Roles!
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Microsoft’s Privileged Entra ID Roles List [PRIVILEGED]
• Application Administrator
• Application Developer
• Authentication Administrator
• Authentication Extensibility Administrator
• B2C IEF Keyset Administrator
• Cloud Application Administrator
• Cloud Device Administrator
• Conditional Access Administrator
• Directory Synchronization Accounts
• Directory Writers
• Domain Name Administrator
• External Identity Provider Administrator
• Global Administrator
• Global Reader

• Helpdesk Administrator
• Hybrid Identity Administrator
• Intune Administrator
• Partner Tier1 Support
• Partner Tier2 Support
• Password Administrator
• Privileged Authentication Administrator
• Privileged Role Administrator
• Security Administrator
• Security Operator
• Security Reader
• User Administrator

26 roles: https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 

As of:
4/22/2024

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference
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• Directory Synchronization Accounts
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Trimarc Level 0 Entra ID Roles (5)
• Global Administrator

• Full admin rights to the Entra ID, Microsoft 365, and 1-click full control of all Azure subscriptions
From Azure AD to Active Directory (via Azure) – An Unanticipated Attack Path (2020)

• Hybrid Identity Administrator
• “Can create, manage and deploy provisioning configuration setup from Active Directory to Microsoft Entra ID using Cloud 

Provisioning as well as manage Microsoft Entra Connect, Pass-through Authentication (PTA), Password hash 
synchronization (PHS), Seamless Single Sign-On (Seamless SSO), and federation settings.”
https://medium.com/tenable-techblog/roles-allowing-to-abuse-entra-id-federation-for-persistence-and-privilege-
escalation-df9ca6e58360 

• Partner Tier2 Support
•  “The Partner Tier2 Support role can reset passwords and invalidate refresh tokens for all non-administrators and 

administrators (including Global Administrators). “

“not quite as powerful as Global Admin, but the role does allow a principal with the role to promote themselves or any 
other principal to Global Admin.”
The Most Dangerous Entra Role You’ve (Probably) Never Heard Of

• Privileged Authentication Administrator
• Microsoft: “do not use.”

“Set or reset any authentication method (including passwords) for any user, including Global Administrators. …
Force users to re-register against existing non-password credential (such as MFA or FIDO) and revoke remember MFA on 
the device, prompting for MFA on the next sign-in of all users.”

• Privileged Role Administrator
• “Users with this role can manage role assignments in Microsoft Entra ID, as well as within Microsoft Entra Privileged 

Identity Management. …
This role grants the ability to manage assignments for all Microsoft Entra roles including the Global Administrator role. “

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 

Effective Full Admin Rights or Capability to Gain Full Admin to Entra ID

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://www.hub.trimarcsecurity.com/post/from-azure-ad-to-active-directory-via-azure-an-unanticipated-attack-path
https://medium.com/tenable-techblog/roles-allowing-to-abuse-entra-id-federation-for-persistence-and-privilege-escalation-df9ca6e58360
https://medium.com/tenable-techblog/roles-allowing-to-abuse-entra-id-federation-for-persistence-and-privilege-escalation-df9ca6e58360
https://posts.specterops.io/the-most-dangerous-entra-role-youve-probably-never-heard-of-e00ea08b8661
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference


Trimarc Level 1 Entra ID Roles (1 of 2)

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 

Role Microsoft Description

Application Administrator This is a privileged role. Users in this role can create and manage all aspects of enterprise applications, application registrations, and application 
proxy settings.

Authentication Administrator

This is a privileged role. Set or reset any authentication method (including passwords) for non-administrators and some roles. Require users 
who are non-administrators or assigned to some roles to re-register against existing non-password credentials (for example, MFA or FIDO), and 
can also revoke remember MFA on the device, which prompts for MFA on the next sign-in.
Perform sensitive actions for some users. 

Domain Name Administrator
This is a privileged role. Users with this role can manage (read, add, verify, update, and delete) domain names. Can be used in federation 
attacks.

Microsoft Entra Joined Device Local 
Administrator 

During Microsoft Entra join, this group is added to the local Administrators group on the device.

Cloud Application Administrator This is a privileged role. Users in this role have the same permissions as the Application Administrator role, excluding the ability to manage 
application proxy. This role grants the ability to create and manage all aspects of enterprise applications and application registrations. 

Conditional Access Administrator This is a privileged role. Users with this role have the ability to manage Microsoft Entra Conditional Access settings.

Directory Synchronization Accounts

This is a privileged role. Do not use. This role is automatically assigned to the Microsoft Entra Connect service, and is not intended or supported 
for any other use.
Privileged rights: Update application credentials, Manage hybrid authentication policy in Microsoft Entra ID, Update basic properties on 
policies, & Update credentials of service principals

Directory Writers
This is a privileged role. Users in this role can read and update basic information of users, groups, and service principals.
Privileged rights: Create & update OAuth 2.0 permission grants, add/disable/enable users, Force sign-out by invalidating user refresh tokens, & 
Update User Principal Name of users.

Highly Privileged Rights that have Privilege Escalation Potential Depending on Tenant Configuration or 
ability to reconfigure the security posture of the tenant

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference 

Role Microsoft Description

Exchange Administrator
Users with this role have global permissions within Microsoft Exchange Online.
Trimarc flags this role since it is a role that threat actors target.

External Identity Provider 
Administrator

This is a privileged role. This administrator manages federation between Microsoft Entra organizations and external identity providers. With this role, 
users can add new identity providers and configure all available settings (e.g. authentication path, service ID, assigned key containers). This user can 
enable the Microsoft Entra organization to trust authentications from external identity providers.

Helpdesk Administrator
This is a privileged role. Users with this role can change passwords, & invalidate refresh tokens, Invalidating a refresh token forces the user to sign in 
again. 

Intune Administrator
This is a privileged role. Users with this role have global permissions within Microsoft Intune Online, when the service is present. Additionally, this role 
contains the ability to manage users and devices in order to associate policy, as well as create and manage groups. 
Privileged rights: Read Bitlocker metadata and key on devices

Password Administrator
This is a privileged role. Users with this role have limited ability to manage passwords. 

Partner Tier1 Support
This is a privileged role. Do not use. The Partner Tier1 Support role can reset passwords and invalidate refresh tokens for only non-administrators.
Privileged rights: Update application credentials, Create and delete OAuth 2.0 permission grants, & read and update all properties

Security Administrator
This is a privileged role. Users with this role have permissions to manage security-related features in the Microsoft 365 Defender portal, Microsoft Entra 
ID Protection, Microsoft Entra Authentication, Azure Information Protection, and Microsoft Purview compliance portal. 

User Administrator This is a privileged role. Can reset passwords for users. 

Trimarc Level 1 Entra ID Roles (2 of 2)
Highly Privileged Rights that have Privilege Escalation Potential Depending on Tenant Configuration or 
ability to reconfigure the security posture of the tenant

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference


https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-210ae2be2a5 
Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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From TEC 2022
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• “Directory.ReadWrite.All grants access that is broadly equivalent to a 
global tenant admin.” *Directory.ReadWrite.All

• Allows the app to manage permission grants for application permissions 
to any API & application assignments for any app, on behalf of the 
signed-in user. This also allows an application to grant additional 
privileges to itself, other applications, or any user.

AppRoleAssignment.ReadWrite.All

• Allows the app to read & manage the role-based access control (RBAC) 
settings for the tenant, without a signed-in user. This includes 
instantiating directory roles & managing directory role membership, and 
reading directory role templates, directory roles and memberships.

RoleManagement.ReadWrite.Directory

• Allows the calling app to create, & manage (read, update, update 
application secrets and delete) applications & service principals without 
a signed-in user. This also allows an application to act as other entities & 
use the privileges they were granted.

Application.ReadWrite.All

Trimarc Level 0 Applications
Effective Full Admin Rights or Capability to Gain Full Admin to Entra ID
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Conditional 
Access Policies
… and the Gaps therein
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Conditional Access Policies

Policies apply after (first-factor) authentication

Requires P1 licensing 

• Who is connecting?
• Where are they connecting (from)?
• What app and/or device is connecting?
• When does this apply?

Rules based on:

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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Common Conditional Access Policies

Require users to use MFA 
when connecting outside 
of the corporate network

Require MFA for users with 
certain administrative roles

Block legacy authentication 
(username & password 
auth)

Block/Grant access from 
specific locations

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



CA Policy Gap #1: 
Users Require MFA Outside of Corp Network

• CAP requires users to MFA when 
they are working remotely (not on 
the corporate network or 
connected via VPN)

• Assumes no attacker would be on 
the corporate network

• Attacker can use 
username/password without 
having to MFA

• Fun Fact: Attackers love SSO!
Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



CA Policy Gap #2: 
Admins don’t require MFA
• MFA is required for certain users to 

access specific applications
• However, there is no CAP that 

requires MFA for Admins
• Or… CAP only requires members of 

a few roles use MFA
• Attacker can use 

username/password without having 
to MFA

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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CA Policy Gap #3: 
Exclusions 
• CAP includes several security controls

• MFA required
• AAD Joined &Compliant device
• Location based access

• However, there are exclusions:
• Admins
• VIPs
• Executives
• HR
• Etc

• This creates a significant gap in security 
posture

• Attackers love being excluded from security 
controls!

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



Microsoft Provided Conditional Access Policies

Baseline Policies

Conditional Access Templates

Microsoft Managed Policies

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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Microsoft Provided Conditional Access Policies

Baseline Policies

Conditional Access Templates

Microsoft Managed Policies
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Microsoft Managed Policies (MMP)

• Deployed automatically in reporting mode
• Modification is limited:

• Exclude users 
• Turn on or set to Report-only mode
• Can't rename or delete any Microsoft-managed policies 
• Can duplicate the policy to make custom versions

• Microsoft might update these policies in the future

• MMPs turn on (set to enabled) 90 days after introduced to the tenant
• Currently focuses on 3 areas:

• MFA for admins accessing Microsoft Admin Portals
• MFA for per-user MFA configured on users
• MFA and reauthentication for risky sign-ins

https://learn.microsoft.com/en-us/entra/identity/conditional-access/managed-policies 
Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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Attacking Azure AD/Entra ID 
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Phishing for Admins

https://www.bleepingcomputer.com/news/security/phishers-target-office-365-admins-with-fake-admin-alerts/

https://www.bleepingcomputer.com/news/security/phishers-target-office-365-admins-with-fake-admin-alerts/


Stealing Tokens from the Web Browser
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Stealing Tokens from the Web Browser
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Stealing 
Access Token 
from the Web 

Browser
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That’s It!
Now we have the Access Token
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Stealing Tokens from the Web Browser

Special THANK YOU 
to DrAzureAD 
himself, Dr. Nestori 
Syynimaa for his help 
with this section!
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Token Theft with Browser Extension



Cloud 
Website

Evil Proxy

Auth Auth

TokenToken
Token

Token Theft with evilginx

https://github.com/kgretzky/evilginx2

https://github.com/kgretzky/evilginx2


User 
Account

Attacker

Member of

Azure AD

Overprivileged User

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

Conditional Access 
Administrator

Partner Tier2 
Support

User Administrator

Application 
Administrator



Application Escalation

Get-AzureADPSPermissionGrants.ps1
https://gist.github.com/psignoret/9d73b00b377002456b24fcb808265c23 

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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Application Escalation: Find the App Owner
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Account

Attacker

Owner

Application

Azure AD

Add Credential

Compromise Azure AD through Application Permissions
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Global 
Administrator

Add Member



Account

Attacker

Member

Application

Azure AD

Compromise Azure AD through Application Permissions

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

Global 
Administrator

Add Member

Application
Administrator

Add Credential



Account

Attacker

Owner

Azure AD

Compromise Azure AD through Role Assignable Group Owner Rights

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

Global 
Administrator

Add Member

Role 
Assignable 

Group

Member of



Solarigate “Tenant Hopping”

Tenant 
A

Tenant 
B

Tenant A admin is Global 
Admin in Tenant B

Partner
Delegated 

Administration

• Tenant Hopping (patent pending ) is when an attacker compromises one tenant to jump to 
another, often with privileged rights.

• Similar to trust hopping in Active Directory.

• Solarigate attackers leveraged partner connections. 

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com



What about 
Admins 

Synchronized 
from On-Prem 

AD?
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https://posts.specterops.io/hybrid-attack-paths-new-views-and-your-favorite-
dog-learns-an-old-trick-335652a164df?gi=543e6e7a310d 

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com
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Yeah, 
don’t do that
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Midnight 
Blizzard

January 12, 2024
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Midnight 
Blizzard

January 12, 2024
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Test Tenant

Production Tenant

Malicious
OAuth App

Non-production
System

Legacy Test
OAuth 

App

Malicious
OAuth App

Midnight Blizzard & Microsoft (November 2023)
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What We Know
• Midnight Blizzard – a Moscow-supported espionage team also known as APT29 or Cozy Bear – 

"utilized password spray attacks that successfully compromised a legacy, non-production test tenant 
account that did not have multifactor authentication (MFA) enabled.“

• After gaining initial access to a non-production Microsoft system, the intruders compromised a 
legacy test OAuth application that had access to Microsoft’s corporate IT environment.

• The actor created additional malicious OAuth applications. 
• They created a new user account to grant consent in the Microsoft corporate environment to the 

actor controlled malicious OAuth applications. 
• The threat actor then used the legacy test OAuth application to grant them the Office 365 Exchange 

Online full_access_as_app role, which allows access to mailboxes.
• They then used this access to steal emails and other files from corporate inboxes belonging to top 

Microsoft executives and other staff. 
• They used residential broadband networks as proxies to make their traffic look like it was all 

legitimate traffic from work-from-home staff, since it was coming from seemingly real users' IP 
addresses.

• This all happened in late November, Microsoft didn't spot the intrusion until January 12, and the 
compromised email accounts included those of senior leadership and cybersecurity and legal 
employees.

• "If the same team were to deploy the legacy tenant today, mandatory Microsoft policy and workflows 
would ensure MFA and our active protections are enabled to comply with current policies and 
guidance, resulting in better protection against these sorts of attacks."
https://www.theregister.com/2024/01/27/microsoft_cozy_bear_mfa/ Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://www.theregister.com/2024/01/27/microsoft_cozy_bear_mfa/
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https://msrc.microsoft.com/blog/2024/03/update-on-microsoft-actions-following-attack-by-nation-state-actor-midnight-blizzard/ 
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Securing Entra ID Administration
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Securing Azure AD/Entra ID

https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-
on-premises-attacks/ba-p/1751754 Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754


Securing Azure 
AD/Entra ID - 
Microsoft Summary

Fully Isolate Azure AD / Microsoft 
Office 365 admin accounts 
They should be: 

1. Created in Entra ID.
2. Required to use Multi-factor 

authentication (MFA).
3. Secured by conditional access.
4. Accessed only by using Azure 

Managed Workstations.

There should be no on-prem accounts 
with highly privileged Azure AD/Entra 
ID rights.
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Securing Azure AD/Entra ID - Microsoft Summary
Manage from Cloud controlled Devices
Use Azure AD Join and cloud-based mobile device management (MDM) to eliminate 
dependencies on your on-premises device management infrastructure, which can 
compromise device and security controls.

No on-prem account has Azure AD / Microsoft Office 365 privileges
Privileged on-premises software must not be capable of impacting Azure AD privileged 
accounts or roles.

Use Azure AD cloud authentication to eliminate on-prem credential dependencies. 
Always use strong authentication, such as Windows Hello, FIDO, the Microsoft Authenticator, 
or Azure AD MFA.

https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-
on-premises-attacks/ba-p/1751754 Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/protecting-microsoft-365-from-on-premises-attacks/ba-p/1751754


On-Prem: Entra Password Protection

• Prevent users from selecting 
known bad passwords

• Start in audit mode to get an 
idea how bad it is

https://aka.ms/deploypasswordprotection  

Sean Metcalf | @PyroTek3 | sean@trimarcsecurity.com

https://aka.ms/deploypasswordprotection


Phishing Defensive Layers
Require Users to MFA, preferably FIDO2

• Authenticator App recommended. Better performance and less prompts 
(behaves as authentication token broker)

Conditional Access Policy
• MFA,Location, App, etc

Risk Based Policy
• Only prompt when Risk detected
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People will fall to Phishing no matter what so we must monitor…



Key Cloud 
Administration 
Security Controls

• Use admin systems for cloud administration

• Enforce FIDO2 for Trimarc Level 0 & 1 roles

• FIDO2 keys for Emergency “Break Glass” Accounts

• Leverage Conditional Access policies to enforce MFA for 
admins from all locations

Sean M
etcalf | @

PyroTek3 | sean@
trim

arcsecurity.com



Common 
Persistence 
Method Checks

Review Illicit Consent Grants
https://docs.microsoft.com/en-us/microsoft-
365/security/office-365-security/detect-and-remediate-illicit-
consent-grants?view=o365-worldwide  

Review Exchange Forms/Rules for potentially malicious settings.
https://docs.microsoft.com/en-us/microsoft-
365/security/office-365-security/detect-and-remediate-outlook-
rules-forms-attack?view=o365-worldwide  

Review Exchange Online mailbox permissions for 
unusual/unintended configuration (Get-ExoMailboxPermission)
https://docs.microsoft.com/en-
us/powershell/module/exchange/powershell-v2-module/get-
exomailboxpermission?view=exchange-ps  
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Conclusion

Slides, Video & Security Articles:  
Hub.TrimarcSecurity.com

Attackers are targeting the cloud

Identifying common security issues and resolving 
them improves system security.

Fixing these issues provides improved breach 
resilience.
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Questions?
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