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* |Introduction to Microsoft Enterprise Access Model (EAM)
* |dentify Control Plane (Tier 0) privileges

» Mitigation of “tier breach” and integration to ITDR

* [ntra- vs. Inter-Tenant Isolation ("Red Tenant”)
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Admin Remote Access, Jumpservers,
Session Management, Proxies, etc.

Microsoft Enterprise Access Model
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Privileged Access
IT Admins and High Impact Roles Privileged Accounts Privileged Devices
(and PIM/PAM Systems) & Workstations Intermediary(ies)
P 43

&Control Plane
Access Control for Assets 7
000

(zero trust policy enforcement)

Management Plane
Asset Management, monitoring and Security EH‘ A \aWS;, ooo

| Data/Workload Plane =

. o ]
Machine Learning [ Applications H API
& Websites 2y
A —_

O OO
(ML)
i Data S
J L I _

Remote Access, Proxies,

Virtual Desktop, etc.
User Access—— % il ——  App Access (External)
Employee and Partner/Outsourcer e B L, : Customer and Partner

User Accounts User Devices

Public Access (unauthenticated) SACEILSEIIS Pt E e

Source: “Enterprise access model” (Microsoft)



https://docs.microsoft.com/en-us/security/compass/privileged-access-access-model

Microsoft Enterprise Access Model

Control Plane }A&

Access Control for Assets
(zero trust policy enforcement) XX

Source: “Enterprise access model” (Microsoft)


https://docs.microsoft.com/en-us/security/compass/privileged-access-access-model
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My adoption of EAM for M365 services

Control Plane: IdentityOps

Entra ID Tenant Management (Directory-Level)

Access Controls DevOps Helpdesk/Administration UserHelpdesk
9 E Scoped Delegation on Restricted Management Administrative Unit (RMAU)-Level Scoped Delegation on (RM)AU
w O & § 5

{

i RMAU “Management i RMAU “Workload
' Plane” Accounts ' Plane” Accounts

D

Shared Assets in M365
| Management Plane Workload Plane DT O
| === {D} | Employees, Partners & APls
'EE ﬂ ] =
g ! SecOps EndpointOps
h . Security Reader Intune and XDR
with a horizontal roles to manage " i \Work Accounts
view across the endpoint config idi (BUs, Regions, etc.)
entire access and security | | =----

""""""""""""""""""""""" control and o VIP A t —

Star]dard management 1.F. AcCcounts T
Devices plane asset in (CXO, Board Member) 2 j

@ Intune Fs i Unified XDR + | >

: Privileged SIEM | Qg ! Externals o =y

Devi ! | .

evices (Invited accounts) 8 N
_____________________________________ m
""""""""""""""""""""""" @ | DevOps Accounts

Standard (Non-privileged accounts)

Devices

: Defender ]
for Endpoint | __
: B Privileged
E” Devices
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My adoption of EAM for Microsoft Azure

Control Plane: IdentityOps

Entra ID Tenant Management (Directory-Level)

UserHelpdesk
Scoped Delegation on (RM)AU

DevOps Helpdesk/Administration
Scoped Delegation on Restricted Management Administrative Unit (RMAU)-Level

Access Controls
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Shared Assets in Azure

1P}
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' RMAU “Management

1
' Plane” Accounts

Management Plane: Platform

Management Group (Segment)

' RMAU “Workload
! Plane” Accounts

Workload Plane

Landing Zone

PlatformOps SecOps NetOps AppOps/
Using laC to with a Platform-wide DevOps
request and horizontal global " @as | Work Accounts
Control Plane, | the entre || operatons | | | | mooo
Eligible access T
Management Contributor controls and AR (XXI (‘)Pégfgiﬂfr:ser) o —
on Platform- [ management [ | | et | @ __1
. und ELZ assets || | > D
Connectivity subscriptions | Qg ! Externals Q =
_ . | [ | :(Invited accounts) 8 N
dentity Restrict Access Monitors RestrictAccess| | o
@ fLaHoun (AD DS, PKI, AAD Automation,...) suspicious = OBl AEale
Corp i privileged ' ' E ‘i (Non-privileged accounts)
Secure Admm Access Restrict Access activities in Restrict Access| | T
(Cloud Shell, Bastion, VPN,...) Azure and
Application / Service Entra incl. Contributor /
(SAP, App Services....) Potential Constrain Roles
1  Escalation |
Landing Paths
Zone(s) ) L )
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My adoption of EAM for Microsoft Azure

Control Plane: IdentityOps

Entra ID Tenant Management (Directory-Level)

Access Controls DevOps Helpdesk/Administration UserHelpdesk
E Scoped Delegation on Restricted Management Administrative Unit (RMAU)-Level Scoped Delegation on (RM)AU

' RMAU “Workload
! Plane” Accounts

i RMAU “Management
' Plane” Accounts

Shared Assets in Azure Management Plane: Platform Workload Plane
/.\ d {B} Management Group (Segment) Landing Zone
- i PlatformOps SecOps NetOps AppOps/
UsinglaCto | with a | Platform-wide DevOps
Tenant request and horizontal global o T\Work Accounts
o Subscription(s) approve on view across connectivity i ‘i (BUs, Regions, etc.)
Group Control Plane, || the entire | operatons | | | | rmmmm
Eligible access pm= ==
Management Contributor controls and Py ¥ (\C/)'(I(')P'B';?giﬂfr:ser)
@ on Platform- [ management { . I ’
und ELZ assets (|

Connectivity

subscriptions U ' Externals

|
|
Platform . . , . E v i (Invited accounts)
| Identity | Restrict Access Mon_'t_ors Restrict Access|
(AD DS, PKI, AAD Automation,...) suspicious . . E l  DevOps Accounts
|
|

SS9292Y J9S)
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L D'
Non-privileged accounts)
ecure Admin Access : o o D | St
rict A activities in Restrict Access
SAE Zone (Cloud Shell, Bastion, VPN, ...) Restrict Access oure and estrict Acc
Application / Service Entra incl. Contributor /
(SAP, App Services....) EPOteln:t[I'al Constrain Roles
i scalation |
Landing Paths
Zone(s) L JL JL ) L J




=

EE HYBRID
IDENTITY
BEOTECTION
conf

Owner with Role Assignment Conditions

Constrain roles and principals

NEW

Dashboard > Resource groups » businessapp-rg | Access control (IAM) >

4 Add role assignment condition - prg_Lab-Tier1.Azure.2.Business-AppOps

/subscriptions/53a56f38-edca-4db2-addé-8fbd44a0be0d/resourceGroups/businessapp-rg/providers/Microsoft. Authorization/roleAssignments/f6659d9a-1cal-404b-abee-b354349d 6t

Roles
-+ Add role

Select a condition template. Learn more
Website Contributor

Constrain roles and principals A Storage Account Contributor

Storage Account Backup Contributor

* Allow user to only assign roles you

select
* Allow user to only assign these roles

to principals you select

Storage Account Key Operator Service Role
Storage Blob Data Contributor

Storage Blob Data Owner

1 Storage Blob Delegator

Storage Blob Data Reader

Reset condition templates
Open advanced condition editor ,
Storage Table Data Contributor
Storage Table Data Reader

Principals

- Add principals
prg_Lab-Tierl.Azure.2.Business-AppOps

businessapp

BusinessApp-Auth-WebAPI




ldentify Control Plane
(Tier 0)




Delegation and Control Relationship

Role Actions
and Conditions

ingw @

P
HYHRID
L i L IDENTITY
EROTECTION
< [ ; conf

NEW

has role definition

i ‘,
S

Y has role assignment
Role
Assignment

Privileged
User

has role scope

Scope
and Conditions




Transitive Control Relationship
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Role Actions
and Conditions

has role definition

authorization

e

‘ has role, access or impact
Other

_—
*‘ has privileges ‘
' Target
Resource Resource(s)

s has role assignment
Role
Assignment

Privileged
User

has role scope

Scope
and Conditions

contains

|

&) Attack Path
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Transitive Control Relationship
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Role Actions
and Conditions

has role definition
Cloud App Admin

authorization

7

_— !'! \
BA has role assignment B < has privileges to ‘ - < has Graph API permission
' Role manage credentials App “Group “Group.ReadWrite.All” Other

Sync” Resource(s)

Assignment

Privileged
User

has role scope on
Directory-Level “/”

Scope
and Conditions
I

Workload with Control Plane Access?

contains
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Transitive Control Relationship
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Role Actions
and Conditions

has role definition
Cloud App Admin

authorization

7

-~ !'! \
BA has role assignment B < has privileges to - < has Graph API permission
' Role manage credentials .Y J R Cige Il ~Group.Read.All” Other

Exporter” Resource(s)

Assignment

Privileged
User

has role scope on
Object-Level “/<AppObjectid>”

Scope contains
and Conditions
|

Workload with User Access
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"EAMTierLevelName": "ControlPlane",
"EAMTierLevelTagValue"”: "0",
"TierLevelDefinition": [

{

"Category"”: "Microsoft.AzureAD",
"Service": "Privileged User Management”,

P
»'e. [
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"RoleAssignmentScopeName": [

n o/
J

"/administrativeUnits/<AzureAdmin>",
"/administrativeUnits/<M365Admin>"

1,

"RoleDefinitionActions": [
"microsoft.directory/users/authenticationMethods/create”,
"microsoft.directory/users/authenticationMethods/delete"”,
"microsoft.directory/users/authenticationMethods/basic/update”,
"microsoft.directory/users/create”,
"microsoft.directory/users/disable”,
"microsoft.directory/users/delete”,
"microsoft.directory/users/enable”,
"microsoft.directory/users/basic/update”,
"microsoft.directory/users/manager/update”,
"microsoft.directory/users/userPrincipalName/update”,
"microsoft.directory/users/invalidateAllRefreshTokens",
"microsoft.directory/users/restore”,
"microsoft.directory/users/password/update”
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#Liv7-  Applied Classification by EAM Definition
NEW
Definition of Actions and Scope Classified Privileged Access of User
"EAMTierLevelName": "ControlPlane", "ObjectId": "ControlPlane”,
"EAMTierlLevelTagValue": "0", "ObjectType": "0",
"TierLevelDefinition": [ "ObjectDisplayName": "0",
{ "Classification": [
"Category": "Microsoft.AzureAD", { | |
"Service": "Ppivileged User Management", "AdminTierLevel™: "MICPOSOft.AZUPeAD",

"RoleAssignmentScopeName": [

n/n
J

"/administr
"/administr
I
"RoleDefinitio
"microsoft.
"microsoft.
"microsoft.
"microsoft
"microsoft.
"microsoft.
"microsoft.
"microsoft.
"microsoft.
"microsoft.
"microsoft.
"microsoft.
"microsoft.

ativeUnits/<AzureAdmin>",
ativeUnits/<M365Admin>"

nActions": [
directory/users/authenticationMethods/create”,
directory/users/authenticationMethods/delete”,
directory/users/authenticationMethods/basic/update”,

.directory/users/create”,

directory/users/disable"”,
directory/users/delete",
directory/users/enable",
directory/users/basic/update”,
directory/users/manager/update”,
directory/users/userPrincipalName/update”,
directory/users/invalidateAllRefreshTokens"”,
directory/users/restore",
directory/users/password/update”

"AdminTierLevelName": "User Management"”,
"Service": "Privileged User Management",
1,
"RoleAssignments:": [
"RoleAssignmentId": "18160c44-b052-45b3-9874-01289dl1ld6cb4”,
"RoleAssignmentScopeld"”: "/administrativeUnits/<AzureAdmin>",
"RoleAssignmentScopeName": "Tier©-ControlPlane.l1.DevOps"”,
"RoleAssignmentType": "Direct"”,
"PIMAssignmentType": "Eligible",
"RoleDefinitionName"”: "User Administrator”,
"RoleDefinitionId": "fe930be7-5e62-47db-91af-98c3a49a38bl",
"RoleType"”: "BuiltinRole",
"Classification": [
{

"AdminTierLevel": "0",

"AdminTierLevelName": "ControlPlane",

"Service": "Privileged User Management"”,

"TaggedBy": "JSONwithAction"

¥
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Steps to adopt Enterprise Access Model
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Classify Identify
Adjusted Analyze role
classification assignments and
template including apply classification
critical scopes for on roles and
principals

your environment
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EntraOps Classification
Demo

» Customizing classification
templates manually or enriched
by external data sources

* |dentify Control Plane assets by
applied classification




Mitigation of “tier breach”
and integration to ITDR
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Entra ID Tenant

Directory Roles

Cross-Service

Global Admin
Security Admin

Directory Scope
Devices Applications

Entra ID-specific i i AR s \ AR E
Authenticator Admin i i . Object Scope
Application Admin | | —
Groups Admin i | i =. .
Helpdesk Admin | 5 i g

Custom

Service-Specific

Exchange Admin

Intune Admin
SharePoint Admin

EH Microsoft 365 RBAC d P2 Apblication RBA

Intune RBAC Exchange RBAC

Help Desk Operator Organization Mgmt
= Application Admin. Recipient Mgmt.
Other Built-in Roles Other Built-in Roles
Custom Roles Custom Roles

\ 4



https://docs.microsoft.com/en-us/exchange/permissions-exo/permissions-exo
https://docs.microsoft.com/de-de/exchange/permissions-exo/role-groups
https://docs.microsoft.com/en-us/mem/intune/fundamentals/role-based-access-control
https://docs.microsoft.com/en-us/mem/intune/fundamentals/create-custom-role

-2=_=_  Protection of high-privileged users by
eligible/permanent Entra ID role assignment

Soft Match to “take over” cloud-only account®

Sync
Account

e

has role assignment
Role

Assignment

-_
Privileged
User

Authentication Admin &
Privileged Authentication Admin I_

Entra ID
Role
v

@ UserAuthenticationMethod.ReadWrite.All

* only by permanent role assignments

Graph API
Permissions




== Role-assignable groups (RAG) to
Implement persona-based “role groups”

Soft Match to “take over” cloud-only account

Sync
Account
-~ |
Authentication Admin has permanbent Ry .k
®—' N b group membership v
Privileged Authentication Admin I_ Privileged = Role-Assignable
User Group

Entra ID
Role

@ UserAuthenticationMethod.ReadWrite.All

Graph API
Permissions




< re=m=_gz Protect sensitive users from
directory-scoped roles by RMAUs

Soft Match to take over cloud-only account

Sync
Account

Authentication Admin y
ivi Restricted
Admin Unit

Privileged Authentication Admin

Entra ID
Role
\

@ UserAuthenticationMethod.ReadWrite.All

Graph API
Permissions




== Role-assignable groups (RAG) to
Implement persona-based “role groups”

Sync
Account
-~ -
: has permanent -
Group Admin
- | ﬁ group membership ‘pk
Privileged Role Admin . ' -
Entra ID Privileged Role-Assignable
Role User Group
@ Group.ReadWrite.All ®
Graph API RoleManagement.ReadWrite.Directory ”

Permissions




«p:=_=_ Protect sensitive groups from
directory-scoped roles by RMAUs

Sync
Account
_—
Group Admin ﬁ has membership to :
Privileged Restricted
Admin Unit

Privileged Role Admin
User

Entra ID
Role

O

O
O
O

@ Group.ReadWrite . All
RoleManagement.ReadWrite.Directory

Graph API
Permissions




#ti+". (Known) limitations on RMAU

First Party Apps will be also blocked
ldentity Governance, PIM for Groups (MS-PIM)

Limited availability on scoped (RM) AU directory roles
e.g., Privileged Role Admin not available for managing RAGs

No support for Application and Service Principals objects
Directory-scoped (Cloud) App Admins and Owner cannot be restricted

Remove RMAU assignments with Graph API App roles
AdministrativeUnit.ReadWrite.All grant permissions to manage RMAU
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Capability matrix for restricted management

Restricted Management by

High-Privileged Roles

Restriction applies to
group members

Support for Identity
Governance

Preferred use
case/scenario

Security Group
without PIM

Security Group in
Restricted AU

Security Group with PIM
for Groups

Security Group with PIM
for Groups in RMAU

Role-Assignable Security
Group

Role Assignable Security
Group in RMAU

¢ No restriction on directory-
scoped roles or object owners

.4 RMAU-scoped Admins,
Blocks modification by Owner
and Graph AP| Permissions

¢ No restriction on directory-
scoped roles or object owners

./ RMAU-scoped Admins,
Blocks modification by Owner
and Graph AP| Permissions

.| GA, Privileged Role Admin,

Owners, RoleManagement.-
ReadWrite.Directory

.4 RMAU-scoped Admins,
Blocks modification by Owner
and Graph AP| Permissions

2{ No restriction

X No restriction

2{ No restriction

X No restriction

.| Restricted to GA and
Privileged Auth. Admin
when active/permanent
member

. Restricted to Privileged
Auth. Admin on RMAU-level

.| Assignment by Access
Packages

I No RMAU support for
Access Packages

.| Support for eligible
assignments by Access
Packages

I No RMAU support for
PIM and Access Packages

. Assignments by PIM for
Groups and Access
Packages

I No RMAU support for
PIM and Access Packages

Assignments to “User
Access” when avoiding
directory-level delegations

Assignment to sensitive
groups (e.g., Conditional
Access Exclusion)

Just-In-Time Access outside
of Azure and Entra ID
RBAC when avoiding

directory-level delegations

No valid use case because
of missing support for
PIM/Identity Governance

Assigning Entra ID roles (or
other Control Plane/high-
privileges), limit of 500 role-
assignable group objects

No valid use case because
of missing RMAU-scope
role for delegation
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has impact

Roles &
Admins

Policies

has owner has definition for
or delegated permissions assignment requirements

has impact E
/contains e

has delivered assignment

has role assignment

Access

Catalog

Package

Role-Assignable
Group

Avoid delegations on Access Packages

e

6] [
Assignment

|

Control Plane Access
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Steps to adopt Enterprise Access Model
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Ingest classification Tracking security
posture and attack

Apply protection on
data to XDR/SIEM
paths correlation

privileged assets to

apply restricted for monitoring on
management and privileged assets & with other signals
advanced entity enrichment and data sources

Conditional Access
coverage
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SOC Enrichment and
Integration to ITDR

* Apply protection on Control Plane users
and coverage in Conditional Access

* |dentify “tier breach” by using analytics
rules and workbooks




Intra- vs. Inter-Tenant
Isolation (“Red Tenant”)
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#ti="Z- |Intra-Tenant Isolation

NEW

::.. Workforce Tenant

Directory Level Scope (“/”)

Directory Users and Groups Application and Workload Graph API
Roles Identities

——~~ ’—~~

T [ s
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b4

AL <

Hybrid Endpoints M365 Microsoft SaaS/3P
Sync o= e TN Services Azure Application
4 NS RN
/ / \ HER
! - \
" HN
k(R A i
4 \ 7
\\\ ’,l \\\ ,/l

4“ Customer (External Identities) Tenant

4‘ Isolated Resource Tenant(s) (for geopolitical or legal reasons)

4 i Staging Tenant(s)
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::.. Workforce Tenant

Directory Level Scope (“/”)
1t
!

! }
Directory Users and Groups Application and Workload Graph API
Roles Identities

——~~ ’—~~

S BE @
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Hybrid Endpoints M365 Microsoft SaaS/3P

Sync ST N Services Azure Application
U4
I/ o h EEN
i | [ HN
) 1 :
(I Gl A mrah
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Inter-Tenant Isolation by “Red Tenant”

~—r Administrative Tenant (“Red Tenant”)

Directory Level Scope (“/”)

Cross
Tenant
Access

(.8.,

]E.E :: Workforce Tenant (“Resource Tenant”)

Directory Level Scope (“/”)

Directory
Roles

Application and
Workload Identities

EEERD
1T =
L O

T
T ¥

Graph API

B

‘B

Directory Users Workload MS Graph
Roles Identities App Roles
HEN "
Al g < N
User Tenant Endpoints Microsoft
Lifecycle Operations = Azure

[

=
P!

Endpoints

- =~

M365
Services

Microsoft
Azure

A

SaaS/3P
Application

Hral




Steps to adopt Enterprise Access Model

Reporting

Classify Identify Protect Monitor
Adjusted Analyze role Apply protection on Ingest classification Tracking security
classification assignments and privileged assets to data to XDR/SIEM posture and attack
template incl. apply classification apply restricted for monitoring on paths correlation
critical scopes for on roles and management and privileged assets & with other signals
principals Conditional Access entity enrichment and data sources
coverage

your environment

EntraOps Privileged EAM

Community Project
www.entraops.com



http://www.entraops.com/
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