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August 2022 — Mission Statement

Goal - Identify and Protect Tier 0

* Objective 1 — ldentify all attack paths into "known” Tier O

* Objective 2 — Classify paths into Tier 0 as “legitimate” or “illegitimate”

» Objective 3 — Define a "Privilege-defined Perimeter” of actual Tier O for monitoring

Protected Tier O

(no incoming Tier 0 relationships)
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The Forest Druid hypotheses

» Risk boundaries are defined by an “ldentity Perimeter”
* Given enough time and activity, all environments experience “access creep”

* The existing red-team methods of attack path analysis are insufficient

2. Inside-out Analysis ... discovering the perimeter 3. Protecting the identity-defined perimeter

1. Mapping attack paths
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Forest Druid v1 (12/22)

» Single-screen “galaxy view”
» Classify and list

What we learned:

* Prioritization is critical (need a
metric

 Must have a search / filter
» 3-D can get ... messy
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Forest Druid v1.2 (4/23)

e 2-D View
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Forest Druid v2 (10/23)
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Forest Druid v3 (4/24)

e Custom zones
Ul overhaul

at we learned:

* Need “traversal” functionality
* Perimeters represent risk
* We need to scale ...
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Unclassified privilege escalation relationships:

125

L u P LR

forest druid

Secure Zones

® Tier0

® Tier1
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Zone Summary

Group (15)

Server Operators

Print Operators
Performance Log Users

DnsAdmins

child.semperis.cloud

Group Policy Creator Owners

Remote Desktop Users
Cert Publishers

Key Admins

Account Operators
Distributed COM Users
Domain Admins

Backup Operators

Read-only Domain Controllers

Administrators

Domain Controllers
Container (1)

AdminSDHolder

DEFENSE PERIMETER

CONFIGURE SECURE ZONES

REMOVE OBJECTS

ATTACK PATHS

CONFIGURE COLLECTION

# of objects in secure zone perimeter:

A 126 identities with easily exploitable paths to the zone

AUDIT EASILY EXPLOITABLE PATHS AND EXPAND ZONE

Expand the defense perimeter by adding objects 1 the sscurs zone

VISUALIZE PERIMETERS

Visualize thrests directed at your secure zones
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» Graph traversal
» Scale (2 million objects, 4 million

relationships)

What we learned:

* Perimeters represent risk
* We need to scale ...
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Where we are today...

» After 2 years of Forest Druid...
* Hundreds of downloads

* Dozens of user sessions
* Massive scale (2 million nodes, 4 million edges)

* Major lessons learned
* There is always privilege creep
 Attack path analysis is an ongoing effort
* There is more to identity risk than just Tier O
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What are Security Zones?

i

Identity Control Plane

Entra ID

On-prem AD

Use Case 1 - Identity Control Plane ... Together but separate
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What are Security Zones?

Use Case 2 — IT Infrastructure Resilience
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What are Security Zones?

Business Application Zone
Main App
@ ‘
& <
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Use Case 3 — Cloud Applications
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So what does that look like ?

* Version 3.2 ... the Forest Druid SDK
» Add-on security zones — import “privilege lexicons” to map out perimeters of any

application, infrastructure, etc..

» Cohesity demo...
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Welcome to Lightning

® C ® 4 Lightning x  + ® ® 4 (ightning x 4+
&< > C (O @& semperis.dsp/page P : &« > C (0 @& semperis.dsp/page e 1
4 Lightning Lightning
Step1 > Step2 > Step3 > Step4 > Current page
- Dashboard [ |
H= Analyze current attack paths to identify the areas with the greatest potential of exploitation - + AttaCk path
Dashboard Dashboard Discover objects that may pose risks to your network's security
Insights see Security Zones Open Control Plane | [ ee* g
g 3 . onuror viane FILTERS ATTACK PATHS RELATIONSHIPS Attack path bt Object details oo
Name Severity Detected since dicator.
Indicators lcicalor
v Silver SAML configuration alert [ High 03/12/2023, 11:00 AM / Hop1 — ' ) >
@ / p \ @ : Danielg@semperis.... Cost 0 : Yasha@semperis.co... B L6 Sl s
ID Graph B Certificate name D EntraID “ IDG Company ] ID Graph P
( f # security zones : | 2 Adam
\ # Perimeter zones / Hop1
B Certificate name #/« Monday L # Objects 2 Danielg@semperis Cost0} & Yasha@semperis.co.
° N / Status
. o ® )
E Certificate name e Sales Force N H? Eﬂ oot ‘ Sent to/ handle by : $Identity Acceptable risk
V P High Risk
High Risk 28%F . : ‘ :
/ e \ o A omna a Danielg@semperis... (Cost0] @ Yasha@semperis.co.. \ D In remediation process  classified / unclassified
Attack path alert B +ioh 03/12/2023, 11:00 AM ! 0] e s
2%r
P Figh Risk Hop1 . Tag
Attack path alert 6 Medium 03/12/2023, 11:00 AM G Tier 0 oA oustons > 10 esch [ (cxt0)| @ Yasha@semperis.co. ~ i
S S ’ Cohesity « ID Reach wenis” 2 B Privilege Perimeter Tier0  Chokepoint ~ Zerocost  Blowout node
. %0
Attack path alert 6] Medium 03/12/2023, 11:00 AM O"’“ ;5 S — a B o
Monday ) — — ... Cost 0 : Yasha@semperis.co... ) . o
& sustoce - @ 2 fanso o Security Zone Analysis
Results per page 25 ¥ < 1 of 6 pages > XX 30 Paths Q o ts might be in different Secur
30t sy o . Vhy Ran Harelis a rsky dentit relationships
You can
& e . Security zones accss he relationshios
. . o e A e SRVC_SFDCO01 SRVC_MNDY002 ‘ ps
Environment Score oo Control plane security posture oo Control plane EXZERDR 15 Paths 2 Service account Service account
— Attack paths Show on the graph
A measure of environmental impact. A measure of security zone effectiveness. Summary or general review of information Atack Paths
B s .  Outboundatacks
2 < ncs Incoming - #
A Privilege Perimeter 30 /124 under risk EXEEETR 7 paths .
. e I N o — Securty ndictors . & & Outgomng-#
€. Service Accounts 12 /63 under risk © omes - ! 00 v @ , .
@Gk 1 paths
TIERO - 32% ot securiy Security zone - X
2 8 O/ 3 3 O/ ° Entra D - 25% A Attack Paths 568 Ran Harel’ properties Sa\ef::i,‘(ggoup Mmﬂfygrmm
o F o F 20 deniity tag : ronee Tier 0 Azure AD
Finance - 27% & Blowout nodes 3 L ZeroCost Chokepoint-2 Blowout node -1 4N »
G ofice36s e This object i part o security zones 2
& Choke points 5 ot O oresss | |8 suetore . Overview e
Adam
P Ran Harel's metadata zusllecy
Organizstion uni
L

Group membership.

Soles  Users  printers

astlogin

Detect, mitigate and monitor
attack paths

Manage security posture to
high-risk areas

A Aweso

Identify, remediate and manage risky
identities — human and non-human
(service accounts)
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