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5 e Introducing Me, Myself & I!

Jorge de Almeida Pinto
Senior Incident Response Lead

LinkedIn http://tiny.cc/JorgeLinkedIn

Blog http://tiny.cc/JQFKblog
Twitter http://tiny.cc/JQF Ktwitter
Website https://www.semperis.com/

Blog https://www.semperis.com/blog/
Podcast https://hipconf.libsyn.com/
Contact jorged@semperis.com

» Technology Focus: Identity, Security And Recovery

* Most Valuable

. P’ Professional 2016 » Product Focus: AD, ADFS, Entra Connect/Cloud Sync, FIM/MIM,
gINEE Entra (ID) Technologies.
Ofz 0
3 A « Architecting, designing, implementing and maintaining secure
- identity solutions
O -

»  Writer Of: “KRBTGT Pwd Reset”, “AD Convergence”, “SYSVOL
SCAN ME Covergence” Scripts (Feedback WELCOME!)
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by = b Scenario - AD And EID Trashed

NEWORLEANS

THE WORST THAT CAN HAPPEN

» WHAT GOES FIRST — AND WHY?

»Recover AD, Sync To EID, Recover
Objects In Entra ID? OR

»Recover Objects In Entra ID, Recover
AD, Sync & Match Objects In EID?




“g@&==  Scenario-O0nly AD Trashed

NEWORLEANS

LESS WORSE, STILL BAD
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-g==_ ForestRecovery
NEwoRLEANS > Backup To Choose/Use

Keep GAP of differences
»Any Chosen Backup — Post Atta s small as possible.

»AD Security MUST BE Assessed 1 SMALLEST IMPACT !I!

(Fixing AD Security is easier, than closing GAPs)

»Fix Changes/Mismatches
In Restored AD Between &%
"Today" And... Time

>Most Recent AD Backup e
Or

»10 days Old AD Backup




o gie o Forest Recovery
iomts > Impact On Entra ID

Not Existent

Forest
Recovery

Recycle Bin

&>

» JUST Reenabling Sync OR NOT Disabling Sync Means ‘“
(REMARK: Assumed Entra Connect Sync Scheduler/Cloud

ig Is Sti - 70 ,
Sync Config Is Still Enabled!): B ”f”
» Previously DELETED Objects Are Back Again, Will Be Recreated In EID (Security Issue?)

» Previously CREATED Objects Do Not Exist Which Will Trigger Deletion In EID (Data Destruction/User Impact)
» Members re-added (security issue?)/removed (loss of functionality?) from synched groups

Time

Recycle Bin



NEWORLEANS

Authentication

Mechanisms
> Choose Wisely!

Password Hash Sync (PHS) (=TIER 0!)
+ Seamless SSO (?)
-> Native EID AuthN

NO Real-Time AD Dependency For
I @ AuthN

...................................

Cloud-Only
-> Native EID AuthN

A_;‘;
Pass-Through AuthN (PTA) (=TIER 0!) ¢/
aSLoUny + Seamless SSO (?) N
-> Native AD AuthN (Kerberos)

HAS Real-Time AD
@ Dependency For AuthN
\.“

DR ForAuthN

HYBRID IDENTITY
Connect/Cloud
Sync

Federated AuthN (=TIER 0')
(ADFS / 31 Party Fed. System)
-> Federated AuthN

HAS Real-Time AD
@ Dependency For AuthN
\ @ DR ForAuthN




_ Risk/Impact Mitigating Actions
= > CONNECT Sync

When AD Is Down... (Synchronization)

» Still Up-And-Running (i.e., NOT down/ransomwared)?
» DISABLE The Connect Sync SCHEDULER

Set-ADSyncScheduler -SyncCycleEnabled $false
Get-ADSyncScheduler

» Running Or Not...
. Microsoft Entra Connect | Connect Sync
» DONOTDISABLE

« % Troubleshoot () Refresh
SynclnEID! o
yn C n . 4 Cloud Sync PROVISION FROM ACTIVE DIRECTORY
™ Cconnect Sync ‘ Microsoft Entra Connect sync
SSSSS LS Enabled



_ Risk/Impact Mitigating Actions
. > CLOUD Sync

When AD Is Down... (Synchronization)

» DISABLE The Cloud Sync Configuration In EID
(Requires Global Admm Account)

<m,CIodyr |Cofg rations -

« New configuration ~ () Refr Got feedback?
T D E L E T E uuuuuuuuuuu
j D O | J O ooooo Sync identities from on-premises Active Directory to Microsoft Entra ID. Read the configuration guide for help configuring sync.

C | O u d n C C O n fl ''''''''''''''' Configuration Sync direction Status

S Bl Audit logs

y g z ADTEC.NET AD to Microsoft Entra ID A Disabled
ii Agents

In EID!

[ ]

oooooooooo
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NEWORLEANS

Risk/Impact Mitigating Actions
> Authentication

When AD Is Down... (Authentication)

PROVISION FROM ACTIVE DIRECTORY

‘ Azure AD Connect sync

Sync status Enabled
L More than 1
assword Hash Sync Enabled

USER SIGN-IN

Federation Disabled
Seamless -_\Z""__;|\_ sign-on Disabled
Pass-through authentication Disabled

Disabled

» Nothing To Do Here!
» AuthN Against EID Will Continue To Work!

day ago

0 domains



L Risk/Impact Mitigating Actions
e onieans > Authentication

When AD Is Down... (Authentication)

g ™ &\
Y@ ® = > NoPHSAs Backup? > THIS WILL HURT! &9

S 0’;? ID Protectiol .

» PHS Enabled & Synched? - Disable PTA In AAD

}mﬁfffxnﬁﬂﬁff'“m“ > Download/Install PTA Agent (“ ")

e ::::i:mmg., » Execute (Requires Global Admin Account):

passerdash ine e CD "C:\Program Files\Microsoft Azure AD Connect Authentication Agent"
USER SIGNIN Import-Module ".\Modules\PassthroughAuthPSModule"
Loy Bt Disabled 0 domains Get-PassthroughAuthenticationEnablementStatus

e Di“b':: 0 domains Disable-PassthroughAuthentication

Get-PassthroughAuthenticationEnablementStatus

Disabled


https://aka.ms/getauthagent

Risk/Impact Mitigating Actions
> Authentication

When AD Is Down... (Authentication)

PROVISION FROM ACTIVE DIRECTORY

Azure AD Connect sync

Sync status
Last sync

Password Hash Sync

USER SIGN-IN

%

Enabled

Y

> No PHS As Backup? = THIS WILL HURT! &9

» PHS Enabled/Synchd? - Convert Domain 2 Managed In EID (GA)

Import-Module Microsoft.Graph.|dentity.DirectoryManagement

Connect-MgGraph -Tenantld <Tenant ID/FQDN> -Scopes "Domain.ReadWrite.All Directory.AccessAsUser.All"

$fedDomInEID = Get-MgDomain | ?{$_.AuthenticationType -eq "Federated" -And $_.IsVerified -eq $true -And $_.IsRoot -eq $true}
$fedDomInEID | %{$domainid = $_.Id; $eid_Fed_CnfgPSObj = New-Object -TypeName PSobject; $eid_Fed_CnfgPSObj | Add-

More than 1 day ago

Enabled

Enabled

Disabled
Disabled
Disabled

2 domains
0 domains

0 agents

Member -MemberType NoteProperty -Name Domainld -Value $domainld; $eid_Fed_Cnfg = Get-
MgDomainFederationConfiguration -Domainld $domainlid; $eid_Fed_Cnfg | Get-Member | 2{$_.MemberType -eq "Property"} |
%{$eid_Fed_CnfgPSObj | Add-Member -MemberType NoteProperty -Name $($_.Name) -Value $($eid_Fed_Cnfg.($_.Name))};
$eid_Fed_CnfgPSObj | Export-Clixml "eid_Fed_Cnfg_$domainld™_$(Get-Date -f "yyyyMMddHHmmss").xml"}

$fedDomInEID | %{Update-MgDomain -Domainld $($_.Id) -AuthenticationType Managed; Get-MgDomain -Domainld $($_.1d) | FL}




gt Risk/Impact Mitigating Actions
evomims > Sync & Auth (Undoing)

After Everything Is Back To “Normal” Again

» |f Reconfigured, Revert Back To Previous AuthN Mechanism
» PHS -> PTA: Download/Install/Register PTA Agent
» PHS - FED: Convert Domains From Managed 2 Federated

Import-Module Microsoft.Graph.ldentity.DirectoryManagement

Connect-MgGraph -Tenantld <Tenant ID/FQDN> -Scopes "Domain.ReadWrite.All Directory.AccessAsUser.All"

# PER PREVIOUSLY FEDERATED DOMAIN

$eid_Fed_CnfgHT = @({}; $eid_Fed_CnfgPSObj = Import-Clixml <Exported XML File>; $eid_Fed_CnfgPSObj | Get-Member | ?{$_.MemberType -eq "NoteProperty"} | %({If (-not [string]::IsNullOrEmpty($eid_Fed_CnfgPSObj.($_.Name)) -
And $_.Name -ne "ld" -And $_.Name -ne "SigningCertificateUpdateStatus" -And $eid_Fed_CnfgPSODbj.($_.Name).count-gt 0) {$eid_Fed_CnfgHT[($_.Name)] = $eid_Fed_CnfgPSObj.($_.Name)}}

If (-not [string]::IsNullOrEmpty($eid_Fed_CnfgHT["FederatedldpMfaBehavior"])) {New-MgDomainFederationConfiguration @eid_Fed_CnfgHT} Else {Write-Host "WARNING: Most Likely The Legacy 'SupportsMfa' Was Used And
Configured Previously. To Be Able To Change The Configuration Of The Domain, The Property 'FederatedldpMfaBehavior' Must Be Configured In The Hash Table." -ForegroundColor Red}

Get-MgDomain -Domainld $eid_Fed_CnfgHT["Domainld"] | FL

Get-MgDomainFederationConfiguration -Domainld $eid_Fed_CnfgHT["Domainld"] | FL




What Is Being Used?
ORLEANS > Entra CONNECT SynC OR
» Entra CLOUD Sync

Reconnecting Assumed Starting Point
Sync With Entra ID > AD Has Been Recovered

> For Starters
» AD Back To Production (Sync Down/Off!!!)

. » “Fix" AD To Match Entra ID

- » Connect Sync Server(s), Or Cloud Sync

Prov. Aaent(s) Mayv Need To Be Fixed



J— Connect Sync Down? - Need To Rebuild!
o > Config/Rules Export Available?

» No Config Export?
» OUs - Query Synched EID Objects

o Again | |
Reconnecting  AEri0ics ety
Sync With Entra D @25 Enabled Features? > “Tenant Sync
> Connect Sync Features”
. Preparations > Sign-In Methods? = “Tenant Sync Status”
& Domain Configuration
[ > Sync Rules? = Hopefully Using Default,

Otherwise Good Luck!



o RS Which Attribute For “Immutable ID”?
e » When Down? - “Tenant Sync Config” e=

» When Up? - Check Server Config AND
Reconnecting Check Sync Rules With Join Criteria On AD

i And EID Side (Per Object Type!
Sync With Entra ID (Per Object Type!)
> Connect Sync

. Preparations



Reconnecting
Sync With Entra ID

> Connect Sync

. Preparations

Which Attribute For “Immutable ID”?

> AD “obj

ectGuid” Attribute?

» Upgrade To Latest Connect Version First

(

f Down: Install & Import Config, Same

Version, Then Upgrade!)
» Migrate 2 "ms-DS-ConsistencyGuid” Attrib
» Using Fed.? - Update Claim Rules!

» ADFS Managed Through Connect Wizard
—> Automatically

» ADFS NOT Managed Through Connect
Wiz. Or 3rd Party Fed = Fix Manually!

» DO NOT Enable Sync At End Of Connect
Wizard Configuration (Re)Configuration!



Reconnecting Sync With Entra ID

:': T e

IDENTITY

M- 5 Connect Sync Preparations

TiET FIRST
AD “USER” Objects + AD “INetOrgPerson” Objects €< - AAD “USER” Objects |

JOIN RULES

In From AD - XXX Join 1) ms-DS-ConsistencyGuid sourceAnchorBinary

2) objectGUID

sourceAnchor sourceAnchor In from AAD - User Join
TRANSFORMATION(S)

In From AD - XXX Join 1) ms-DS-ConsistencyGuid sourceAnchorBinary

2) objectGUID
In from AD - XXX 1) ms-DS-ConsistencyGuid sourceAnchorBinary
AccountEnabled 2) objectGUID
In from AD - XXX Common
In from AD - XXX 1) ms-DS-ConsistencyGuid (Base64) sourceAnchor
AccountEnabled 2) objectGUID (Base64)

In from AD - XXX Common
Out to AD - XXX Immutableld ~ ms-DS-ConsistencyGuid

sourceAnchorBinary € Rule/Flow IN-PLACE For USER Objects

< Rule/Flow MISSING For INetOrgPerson Objects

1) userPrincipalName onPremisesUserPrincipalName Out to AAD - User Join }

2) accountName + e
%DomainFQDN%

Rule/Flow MISSING For USER Objects >




:“ E .L - HYBRID

Reconnecting Sync W|th Entra ID

,AE#

ORLEANS

AD “GROUP” Objects € = AAD “GROUP” Objects

JOIN RULES
In From AD - Group Join 1) ms-DS-ConsistencyGuid sourceAnchorBinary
2) objectGUID
sourceAnchor sourceAnchor In from AAD - Group Join
TRANSFORMATION(S)
In From AD - Group Join 1) ms-DS-ConsistencyGuid sourceAnchorBinary
2) objectGUID
In from AD - Group Common 1) ms-DS-ConsistencyGuid sourceAnchorBinary
2) objectGUID
In from AD - Group Common 1) ms-DS-ConsistencyGuid (Base64) sourceAnchor
2) objectGUID (Base64)
Out to AD - Group Immutableld  ms-DS-ConsistencyGuid sourceAnchorBinary

< Rule/Flow MISSING




Reconnecting Sync With Entra

L oE
5 onitans > Connect Sync Preparations

AD “CONTACT” Objects € > AAD “CONTACT” Objects

)TEST FIRST

JOIN RULES

In From AD - Contact Join 1) ms-DS-ConsistencyGuid sourceAnchorBinary -

2) ObjGCtGUlD < Join Condition In Rule MISSING

Mail Mail

sourceAnchor sourceAnchor In from AAD - Contact Join
TRANSFORMATION(S)
In From AD - Contact Join 1) ms-DS-ConsistencyGuid sourceAnchorBinary
. < Rule/Flow MISSING 4e @

2) objectGUID o 5 %, o%@

. A‘?;G \P‘ ’y &)
In from AD - Contact Common (1) ms-DS-ConsistencyGuid sourceAnchorBinary < Condition In RulelFlow MISSING O&L@Z’f%

2) objectGUID OO(\K\Q:@O\@ Metaverse (MV) /f'@ojo@/

X o, 1C

In from AD - Contact Common  |1) ms=DS-ConsistencyGuid (Baset4) sourceAnchor ez\ondmon In Rule/Flow MISSING 974‘5)

Z) objectGUID (Baseb4) Y
Out to AD - Contact Immutableld ms-DS-ConsistencyGuid sourceAnchorBinary

< Rule/Flow MISSING




ORLEANS

Reconnecting Sync With Entra ID

> Connect Sync Preparations

)TEST FIRST

In from AD - Computer Join

In from AD - Computer Join

AD “COMPUTER" Objects € - AAD “DEVICE" Objects

1) ms-DS-ConsistencyGuid

Z) objectGUID

<|IF Expression>

JOIN RULES
deviceld

deviceld
TRANSFORMATION(S)

cloudFiltered

_ObjectGUID onPremisesObjectldentifier
Out to AD - Computer ms-DS-ConsistencyGuid deviceld
Immutableld
SCOPING FILTER(S)

Condition REMOVED >

cloudCreated FOUAI false

Cortif ISNOTNLL

cloudFiltered NOTEQUAL true

< Condition In Join Rule MISSING

deviceld In from AAD — Device Common

IIF Expression Updated To Only Flow When [mS-DS-ConsistencyGuid] = [objectGUID]
< Flow MISSING

< Rule/Flow MISSING

Out to AAD - Device Join SOAINAD




P GAP Analysis Between EID And AD
SREEE » Get Synched Objects From EID & Check

Existence In AD (Using GC Of Correct AD!)
» Multiple Forests Being Synched?

ReconneCting User/iNetOrgPerson
Sync With Entra |D

Computer X (Only When Flow Is Fixed)

> Finding The GAPS Contact X

. » Using “OnPremiseSecurityldentifier (EID)”
Against ObjectSid (AD) Is Preferred!
[ (Where Possible)



Fixing Objects In AD Using Data From EID

ORLEANS =, > Recreate MISSING Users/iNetOrgPersons,
Groups, Contacts In AD

» Domain/OU To Create Object In?

. » Populate Attributes Known To AAD (e.g.
ReCOnneCtlng UPN, sAMAccountName, etc.)
Sync With Entra lD > Populate The “Immutable ID” Value
> Closing The GAPs > Get (New) objectGuid/objectSid
. > Enrich With Data From IAM System!

» NOTE: Cleanup Excess Objects As Needed

(Optional) (And Tricky And Tough To Do!)
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NEWORLEANS

Reconnecting

Sync With Entra ID
> Closing The GAPs

Fixing Objects In AD Using Data From EID

» Fix Relationships (e.g. Memberships) In AD
» Relationship Information Needs To Be
Translated From AAD To AD!
» MSFT Graph API (objectld)
» DirSync API (Immutableld)

» AD (distinguishedName)
(Look It Up Using ACTIVE
objectGuid/objectSid)

» Just Re-Add All Members
» Removing Excess Members (Tricky!)
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NEWORLEANS

Reconnecting
Sync With EntraID

> Uniqueness Of Objects

Getting “Immutable ID” Values

» MSFT (MSOL, AAD, Graph) PoSH And
“Immutable ID”:

» Exposed For Users

» NOT
» NOT

" Exposed
" Exposed

» NOT

" Exposed

-or Groups
-or Computers

-or Contacts



— Getting “Immutable ID” Values

» Connect Sync And “Immutable ID”;

» Query AAD Connector Space (If Available,
Might Be Outdated/Incomplete)

. @ib> Query DirSync API Through AADInternals
Reconnectmg PoSH Module (= Non-MSFT!)
Sync With Entra ID »> using Cloud Sync?

> Uniqueness Of Objects @ Query DirSync API Through AADInterals
PoSH Module (= Non-MSFT!)

d
. Windows Security il it
und threats. G e o

details.

1lFackage



o Reconnecting Sync With Entra ID
s#mZ: 5 Reenabling (CONNECT) Sync

» Manual Full Import On AD Connector
» Manual Full Import On AAD Connector

» (Can Be Done In Parallel
» Only Applies To IMPORT/EXPORT!
> DOES NOT Apply To SYNC!



&)
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]

Contents Export Attribute Flow

D Start Preview Export flow mode: full
D Source Object Details
D Import Attribute Flow Sync Rule | Data Source | Mapping Type | Data Source Aftribute | Initial Value | Final Value A ' .
= D Connectar Updates <L|na'u'aflahle: <System > cn usrAADConSync... I:Llnn::hanged}
<lnavailable = <System:: countryCode 0 (Unchanged
=] D CMN=usrAADConSyncRO0DT,0U=AA —
Bl [5) CN={4C35536C6B432FTATA3043¢ JConens Export Attribute Flow
D Export Attribute Flow Outto AD - Us... | D Start Preview Export flow mode: full
‘ D Source Object Details
i D Import Attribute Flow Sync Rule | Data Source | Mapping Type | Data Source Attribute Initial Walue Final Value
¢ - D Connector Updates Out to AAD - L., accountEnabled Direct accountEnabled true (Unchanged)
9 <Unavailable: <System s cloudAnchaor User_515616304... (Unchanged)
1 = D CN=usrAADConSyncRO01 OU=AA <Unavailable: <System s cloudMastered falze (Unchanged)
i D Export Attribute Flaw Outto ARD-U... cn Direct commonMame usrAADConSyne...  (Unchanged)
: =] D CMN={4C35536C6B482F7A783043€ | [Outto AAD - UL IIF{lsMNullOrEmpty(count... Expression courtryCode 1] (LUnchanged)
. i L . :
] gﬁ IE ﬁg H ;Iiscnptlcun Dfrect dfascnptu:un NEW I:Llnchanged}
playMame Direct displayMName usrAADConSync...  (Unchanged)
Outto AAD - L., domainFQDN Direct dnzDomainMame ADTEC.NET (Unchanged)
Outto AAD - U... extension_mS-D5-Consi... Direct extension_baldZ9762a. ) 2F 94 AB S0 YFF... (Unchanged)
Outto AAD - U... extension_objectGUID Direct extension_baldZ9762a. ) 2F 94 AB S0 YFF... (Unchanged)
Out to AAD - L. givenMName Direct giveniame usrAADConSync...  (Unchanged)
Out to AAD - U pwdlastSet Direct lastPasswordChangeTi.. ) 20230224103720... (Unchanged)
Cut to AAD - L. domainMetBios Direct netBiosMame ADTEC (Linchanged)
Outto AAD - L. objectSid Direct onPremise Securtyldenti.§ 0105000000 0... (Unchanged)
Outto AAD - U... distinguishedMame Direct onPremigesDistinguishe. | CM=usrAADConS... (Unchanged)
N Outto AAD - U... accountMame Direct onPremigesSamAccoun. | usrAADConSync...  (Unchanged)
' ' ' { Out to AAD - U... lIF(lsPresent(fcloudSour... Expression sourceAnchar L5SIkHzz0Cb6y... (Unchanged)
COutto AAD - sn Direct sumame usrAADConSync...  (Unchanged)
Cut to AAD - L. title Direct title NEW (LUnchanged)
Out to AAD - L. userPrincipalName Direct userPrincipal Mame usrAADConSync...  (Unchanged)
Out to AAD - .. "CN={" & ConverTolUT... Expression dn CN={4C35536C6. ..




WLy gy Starting The Checks - Manually
= i conf24
ORLEANS

» Manual Full Synchronization On AD
Connector

Reconnecting » On AAD Connector, Evaluate Pending
Sync With EntraID  Bxpots (Add Modily, Delete)

Name

> Reenabling (CONNECT) e —__tpe | Desupe

ﬂ Search Connector Space

[Pendng Epot~ ~ | v Add ¥ Modfy [ Delete
Search Results
S __'__h —
M={5 EARA group ack
I i L r !

Total Retrieved: § matching records  Search for: Pending Export




gy P Starting The Checks - Manuall
oo J y
ToRtEE > You Can't! (Remember: On/Off Only!)
Enable Gentrelled-Manual Sync
Recopnectlng » For EACH Cloud Sync Configuration
S>y2C Wl:;th E(thgLalDl)D » Reconfigure Deletion Threshold To 1
eenablin
Sync > (Re-Enable Configuraon
n > RestatSyne =
o » Be Patient...

> ...AND PRAY ALL IS OK!



.#*= - Reconnecting Sync With Entra ID
twemsws > Reenabling (CLOUD) Sync

Unfortunately, IT IS NOT Going To Be OK!

igh-Level!)

Object To

d > Updated
ecreated



.»:= - Reconnecting Sync With Entra D
=z~ > Reenabling (CLOUD) Sync

BEFORE Re-Enabling (Connect/Cloud) Sync...

» Check Entra Users Audit Logs (Category=UserManagement) For
» Date = Max 30 Days Ago
> Activity = Change Password (Self-Service)
» Activity = Change User Password
» Activity = Reset Password (By Admin)
> Activity = Reset Password (Self-Service)
» Activity = Reset User Password



.»:= - Reconnecting Sync With Entra D
=z~ > Reenabling (CLOUD) Sync

When Re-Enabling (Connect/Cloud) Sync...
» DO NOT Re-Enable PHS

» Use SSPR+WriteBack To Get Passwords In Sync Again Between AD And
EID

» Then Re-Enable PHS



The DR Plan - Bus. Continuity Plan (BCP)

omEans > Be Prepared'fThlngs In Place Save

> Not AD Only! Include EVERYTHING
Depending On Or Related To AD (e.g.

Take Aways ADFS, ADCS, Entra Connect/Cloud Sync,
> Recommendations

etc.)
» Also Include (Required):
. » Possible/Immediate Pre-Actions (e.qg.
- Impact/Risk-Mitigation)

» Post-Actions (e.g. Improve Security, GAP
Analysis)



Take Aways

> Recommendations

Entra ID Authentication

» Make Sure To Have PHS As Primary Or
Backup!

» As Backup? - Be Prepared To
Change/Convert

For Entra CONNECT Only

» Still Using “ObjectGUID™? = “Migrate To
‘ms-DS-ConsistencyGuid” As Immutable
ID, A.S.AP.

) % Fix And Update Sync Rules



Y P Choosing Between Connect Sync And
e Cloud Sync

NEWORLEANS

» Opinions And Millage May Vary, But...

1ELCYAATEVE Backups/Exports

> Recommendations 5 |4 Addition To AD Backups, Regularly
Export & Secure Config(s) of Connect

. Sync, Cloud Sync, ADFS, ADCS, “Others’
As Applicable
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NEWORLEANS

LinkedIn

http://tiny.cc/JorgelinkedIn

Blog

http://tiny.cc/JQFKblog

Twitter

http://tiny.cc/JQF Ktwitter

Website

https://www.semperis.com/

Blog

Podcast
Contact

https://www.semperis.com/blog/

oty

https://hipconf.libsyn.com/

jorged@semperis.com

:&«50
088%0038%0¢ oo
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