


Recovery Options IFIR Outcomes
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Restore and secure your existing AD environment without a complete rebuild. This

approach balances security, speed, and business continuity—enabling rapid recovery Reduced business disruption: Maintain
while reducing risk. operations during recovery
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In extreme cases, starting fresh with a new AD forest might be necessary. While this
-((+ -£1 +b RD. - Da-A£Y 4i+b-4. 84 - . 1D - 1. +DAE ex7+3 FEutle-proof hardening: Minimize future
migrating users, and rebuilding integrations—making it costly and disruptive. breaches with proactive defenses
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IFIR Services vs Standard and Premium Support

Capability Standard Support Premier Support IFIR Services
General Semperis product N2 v X
support (2417) (unless bundled)
AD recovery support and v N v
post-breach assessment Next business day response, 1-hour response, includes catastrophic | Full AD recovery including investigation
includes basic investigation AD outage basic investigation and remediation support
Restore AD in an isolated N4 N4 v
environment (if required)
Active Directory Security
Assessment (ADSA) X @ v
Identify indicators of compromise X @ N
or exposure Limited
Review AD, SIEM, and system logs X X v
Lock down AD and reduce the attack
surface X X v
Analyze short-, medium-, and
long-term exposures X X v
Identify potential compromised
accounts X X v
Support remediation of exposures (if X X N
required)
Conduct threat hunting in live/production
AD environment X X v
Transition isolated AD back into production
(if needed) X X v
SLA for incident response N/A N/A 1-2 hours (with retainer)




