


Planning workshop

Next, Semperis experts work with you to ensure the ADFR deployment aligns with your AD recovery
requirements. In the workshop, Semperis experts work with you to analyze your business goals in a
disaster (such as recovery point and recovery time objectives), remote sites, number of users requiring
initial access, and environment recovery priority in case of a multi-forest disaster. The workshop also
aims to thoroughly map the dependencies for the recovery process.

The Semperis team will help you plan different cyber and operational disaster scenarios as part of the
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required, and similar recovery activities.

The workshop deliverable is a documented AD recovery plan that leverages ADFR and is ready to
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recovery (MTTR), and mapping business applications required to support the core business goals,

which informs the AD recovery plan and estimated recovery time.

AD disaster recovery exercise

We recommend conducting a full test of your AD disaster recovery plan at least annually or when a
major change occurs. The Active Directory Disaster Recovery Exercise includes a simulated encryption
of the entire organization and the process of recovering and regaining control over AD. During this
exercise, Semperis experts recover your production backups into an isolated lab environment.

At the end of the exercise, the Semperis team provides a report that describes the test results and
documents issues, then revises the DR plan accordingly. You can use this report to help meet
governance and compliance requirements.

Key outcomes of AD Disaster Recovery Planning and Exercise

Expose gaps in roles, responsibilities, and
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decision-making

Pressure-test real-world readiness,

Validate (or rethink) your recovery playbook resilience, and recovery

Improve cross-team coordination



