
ABOUT SEMPERIS:

Microsoft Active Directory (AD) is an extremely robust identity and 

access management platform. But when a ransomware or wiper attack 

takes out your domain controllers (DCs), recovery can take days or 

even weeks. With Semperis, you can automate the entire forest 

recovery process, recover directly to Microsoft Azure, and reduce 

recovery time by 90 percent. 
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CYBER-FIRST DR

Cyberattacks inflict more 

damage and strike more 

frequently than natural 

disasters. Does your 

disaster recovery (DR) 

playbook address this 

reality? Semperis does. 

Unlike legacy tools built 

for recovery from 

operational issues, 

Semperis recovers AD 

even if host servers are 

infected or wiped out.

ANYWHERE RECOVERY

Semperis’s patented 

technology enables AD 

recovery directly to 

Microsoft Azure. Simply 

stand up VMs in Azure 

with the same Windows 

version number and 

similar disk layout. 

Semperis also includes

IP mapping to facilitate 

DR to the cloud.

CLEAN RESTORE

Semperis eliminates re-

introduction of malware 

from system state and 

bare-metal backups by 

decoupling AD from 

Windows and restoring 

only what’s needed (no 

executables or DLLs) for 

the server’s role as a DC, 

DNS, or DHCP server. 

Restore from the latest 

backup even if servers 

have been infected. 

ADVANCED 

AUTOMATION

AD recovery is a complex, 

time-consuming process. 

Semperis automates and 

optimizes the entire 

recovery process, from  

assessing what’s left in 

the environment and 

formulating a recovery 

plan, to cleaning up AD 

metadata, generating

IFM disks, and more.

WHAT OUR CUSTOMERS ARE SAYING

“Semperis offers superior technology… their 
solution simplified the recovery process and 
allowed us to recover our entire AD environment
in less than two hours.” 
– Chen Amram, Deputy Director of Infrastructure & Communications, EI AI Airlines

Protect Active Directory from cyberattacks and eliminate costly 

service outages with automated AD recovery to Microsoft Azure



Microsoft Azure

KEY USE CASES

YOUR LANGUAGE, YOUR 

TOOL, YOUR APP

With 1000+ new capabilities 

in the past year, you can 

build on the latest 

advancements in AI, 

blockchain, Kubernetes, 

containers, and databases to 

keep you ahead of the curve.

UNIFIED IDENTITY 

PLATFORM

Enhance security, simplify 

access, and set smart 

policies across your different 

environments with a single 

identity platform trusted by 

90% of enterprises globally.

ANALYTICS 14 TIMES FASTER 

THAT COSTS 94% LESS 

Turn your data into insights 

with breakthrough 

performance, security, and 

speed. Our enterprise grade 

analytics solution outperforms 

the competition, costs less, and 

is fully compatible with your 

existing development, BI, and 

data science tools.

90+ COMPLIANCE 

OFFERINGS

Proactively safeguard your 

data and streamline 

compliance with the most 

comprehensive compliance 

coverage of any cloud 

service provider.  

BE FUTURE-READY 

Continuous innovation from Microsoft supports your 

development today, and your product visions for 

tomorrow. Transform your business and applications 

with a full set of cognitive services. Infuse your apps, 

websites, and bots with intelligent algorithms to see, 

hear, speak, understand, and interpret your user needs 

through natural methods of communication. 

BUILD ON YOUR TERMS

You have choices. With a commitment to open source, 

and support for all languages and frameworks, build 

how you want, and deploy where you want to. Take 

advantage of the full-featured, integrated development 

environments with built-in support for Visual Studio 

and Visual Studio Code, the most popular IDEs trusted 

by 15M+ developers. 

OPERATE HYBRID SEAMLESSLY

On-premises, in the cloud, and at the edge—we’ll meet 

you where you are. Integrate and manage your 

environments with tools and services designed for 

hybrid cloud. Bring cloud scale and AI-powered security 

protections to your on-premises virtual machines and 

IoT devices, all managed centrally along with security 

for your cloud resources through Azure Security Center. 

TRUST YOUR CLOUD

Get security from the ground up, backed by a team of 

experts, and proactive compliance trusted by 

enterprises, governments, and startups. Your data, 

powering your experiences, controlled by you. Our core 

privacy principle is you own your data; we will never use 

it for marketing or advertising purposes. 

Microsoft Azure is an ever-expanding set of cloud 

computing services to help your organization meet its 

business challenges. With Azure, your business or 

organization has the freedom to build, manage, and 

deploy applications on a massive, global network 

using your preferred tools and frameworks.

WHY AZURE

Learn more: www.microsoftazure.com

https://azure.microsoft.com/en-us/

